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| JENSEN, Chiof Justice

11) Following the completion of the State's crininal investigation involving

| . Denny Sanford, also known as Implicated Individual! the circuit court entered

| an order to unseal the search warrant affidavits related to the investigation.

| ‘Sanford appeals, challenging the denialofhis requesttoinspect and participate in

| rodacting the affidavits before the circuit court unseals them. We affirm.

Background

12] This is the second appeal by Sanford challenging the unsealing ofa

| search warrant file containing five separate search warrants, returns of the

warrants, inventories, and affidavits in an investigation involving Sanford. See In

re an Appeal by an Implicated Individual, 2021 S.D. 61,966 N.W.2d 578

(Implicated Individual I). In Implicated Individual I, the circuit court had initially

sealed the entire search warrant file based upon law enforcement’s representation

that disclosure would impede the then-ongoing investigation. A ProPublica reporter

requested the documents in the sealed file, prompting the circuit court to review the

scopeofits authority to seal the entirety of the search warrant file. ProPublica and

intervenor Argus Leader (Press, collectively) submitted a joint brief to the circuit

court arguing for the file to be unsealed. At the time, the State resisted unsealing

the fil, raising concerns that doing so would interfere with the investigation.

1 During the proceedings involved in the first appeal in In re an Appeal by an

Implicated Individual, 2021 S.D. 61, 966 N.W.2d4 578, T. Denny Sanford was

referred to as Implicated Individual because his donity wasnot a matter of
public record. The warrants were unsealed following our decision, and his
identity is now a matter of public record. .
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| Sanford also resisted the request, arguing that the release would impact his privacy

| and reputation.

AEN] Relying upon SDCL 23A-35-4.1, the circuit court issued amended

orders providing that it was not authorized to seal the contents of the warrants,

| return of the warrants, or the inventories. The court ordered such “documents shall

! ‘be unsealed and become publicly accessible court records” The court concluded

| pursuant to SDCL 23A-35-4.1 that the affidavits in support of the five search.

warrants would remain sealed, but “[flollowing terminationofthe investigation or

fling of an indictment, the document's contents wil [be] unsealed and availablo to

public inspection or disclosure as a publicly accessible court record.” Sanford and

the State appealed the orders, and the circuit court stayad its ruling ponding

appeal.

! 1141 On appeal to this Court, Sanford argued that rules governing access to

} court records found in SDCL chapter 16-164, promulgated by the South Dakota

Supreme Court, conflicted with statutes enacted by the Legislature and must

prevail because of the judiciary’s inherent authority over its records. Implicated

Individual I, 2021 S.D. 61, 9 19, 966 N.W.2d at 584. ‘We interpreted the plain

language of SDCL 23A-35-4.1 to permit a circuit court to “seal the contents of an.

affidavit in support of a search warrant upon a showingofreasonable cause, but

only until the investigation is terminated or an indictment or information is filed.”

14.9 18, 966 NW.2d at 58. We further observed that {ihe statuto’ text is

equally cloar in its command that the court ‘may not prohibit’ the public disclosure

ofother specific records, namely, the contents of the warrant, the return of the

2
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|
| warrant, and the inventory. Nor may the court prohibit public disclosure of the fact

| that a search warrant affidavit has been filed.” Id.

| 55] ‘We emphasized that “a court's discretiontoprohibit public access to

information in a court record” as set forth in SDCL 16-15A-13 is limited by the

| existenceof “sufficient grounds to prohibit access according to applicable

| constitutional, statutory and common law." Id. 9 21, 966 N.W.2d at 584 (quoting

| SDCL 16-154-13).2 Wo further noted, under SDCL 15-158, that certain

| personally identifying information within court records must be redacted as a

‘matter of coursed Id. § 24, 966 N.W.2d at 585. While in Implicated Individual I

| 2. SDCL 15-15A-13 provides:

A request to prohibit public access to information in a court

record may be made by any party to a caso, the individual about
whom information is present in the court record, or on the

court's own motion. Notice of the request must be provided to

all parties in the case and the court may order notice be

provided to others with an interest in the matter. The court
shall hear any objections from other interested parties to the

request to prohibit public access to information in the court
record. The court must decide whether there are sufficient
grounds to prohibit access according to applicable constitutional,

statutory and common law. In deciding this the court should

consider the purpose of this rule as set forth in § 15-15A-1. Tn
restricting access, the court will use the least restrictive means

that will achieve the purposesofthis access rule and the needs

of the requestor.

3 SDCL 15-15A-8 provides for automatic redaction of the following:

(1) Social security numbers, employer or taxpayer identification
numbers, and financial or medical account numbers of an

individual.
(2) Financial documents such as income tax returns, W-2's and

schedules, wage stubs, credit card statements, financial

(continued ...)
3
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there was “no redaction question before us[,]” we stated that “[wle perceive no

| tension between our rules allowing for the limited redaction of this information to

| proteet individual privacy interests and SDCL 23A-35-4.'s equiremont to allow

| access to the broader ‘contents’ ofa search warrant.” Id.

| (961 Following our decision in Implicated Individual J, the Press filed with

| the circuit court a motion to unseal the affidavits and a motion to compel discovery

onthe status of the State's investigation. The court denied the motion to unseal the

affidavits because the State indicated the investigation was ongoing.

| 7 The State filed a noticeof completed investigation with the circuit

| court on May 27, 2022, satisfying one of the triggering conditions upon which the

cireuit courts amended orders required the affidavits tobo unsealod. In response,

Sanford filed a motion to stay the unsealing of the affidavits. He asserted a number

ofarguments in support of his claim, including: (1) that the Pross was required to

filo a motion and make a showing supporting the unsealing of the affidavits; (2) that

SDCL 23A-35-4.1 unconstitutionally violates rights of victims provided for in Article

VI, § 29 ofthe South Dakota Constitution (Marsy’s Law); (3) that the absenceofany

court discretion under SDCL 23A-35-4.1 to stay the unsealing of the affidavits

violated the presumption of innocence afforded to him by the Due Process Clause;

(4) that certain comments by the media raised questions whether the State's

investigation had been completed; and (5) that, Sanford should be provided access to

Cocontimued)
institution statements, check registers, and other financial

information.

(3) The name of any minor child alleged to be the victim ofa
crime in any adult criminal proceeding.

4
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| the affidavits and allowed to participate in redaction bebre they aro unsoaled. The

| ‘Proes filed anothor motion to unseal the affidavits, arguing that the court had

| previously ordered the affidavits to bo unsealed upon termination of the

investigation while simultaneously arguing the inspection and redaction process

| proposed by Sanford was unnecessary.

18] On June 6, 2022, the circuit court denied Sanford’s request to inspect.

| the affidavits prior to their unsealing. In a June 16, 2022 order, the circuit court

denied the motion to stay the unsealing of theaffidavits and reiterated denial of the

! inspection request, finding that further delay would serve no valid purpose given

| the two years of litigation and ample opportunity for Sanford to have previously

raised these issues.

991 In ordering the affidavits to be unsealed, the circuit court concluded

that nothing in SDCL 23A-35-4.1, this Court's interpretation of that statute in

Inplicated Individual 1, or the circuit court's amended orders required th Pros to

make a formal requestto unseal the affidavits. The court also rejected the Marsy's

Law and Due Process constitutional claims as woll as Sanford's argument that

there were questions whethor the State's investigation had concluded. Finally, the

cirouit court indicated its intent to redact “personally sensitive or identifying

information, which in this case consistsofpersonal email addresses, home

addresses, phone numbers, and birth dates.” The court noted that Sanford had not

© Thecircuitcourtagreed to stay the order pending appeal. It found that
further delay would substantially prejudice the Press because ofthe time-
sensitive nature of the public interest in tho investigation, however, and
“gently reminded] the Implicated Individual and his counsel to remember
the obligations imposed by Rule 11 as they contemplate[d] an appeal.”

5
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|
| cited any authority that would require the courtto permit the parties to participate

| in the redaction process or to extend the scope of redaction beyond personally
|
| identifying information in the affidavits.

i (10] Sanford raises a single issue on appeals

| ‘Whether the circuit court erred in denying Sanford's request to
| inspect the affidavits prior to their unsoaling so that he may
| invoke his rights guaranteed by SDCL 15-15A-13.

| Analysis

! Standard of review.

| [q11) “Issues of constitutional and statutory interpretation are... subject to

de novo review.” Thom v. Barnett, 2021 S.D. 65, § 13, 967 N.W.2d 261, 267 (citing

Jans v. Dep't of Pub. Safety, 2021 8.D. 51, 9 10, 964 N.W.2d 748, 753). We also

review the interpretation of our own court rules “de novo, utilizing our established

1 rules for statutory construction.” Leighton v. Bennett, 2019 8.D. 19, § 7,926 NW.2d

| 465, 467-68. “Our standardof review for issues of statutory interpretation iswell

established.” Stanley v. Dep'tofPub. Safety, 2023 8.D. 13,110, _NW.2d _, _.

“(T]he language expressed in the statute is the paramount consideration’ in

statutory construction. Further, ‘we give words their plain meaning and effect, and

5. On appeal, Sanford abandons the other arguments ho made to the circuit
court in opposing the unsealing of the affidavits. Interwoven within

Sanford’s inspection/sedaction arguments, however, is a new claim that he
has a Fourth Amendment privacy right in the investigative materials
contained in the affidavits. The Fourth Amendment privacy right recognized
in the cases citod by Sanford involved a challenge to the reasonableness of
the search and seizure of property, not a privacy interest in the contents of

the information that would be publicly disseminated in the search warrant
affidavits. Sanford has failed to articulate a viable Fourth Amendment
argument, and we determine this claim to be without merit.

ry
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! read statutes as a whole.” "When the language ofa statute is clear, certain and

| unambiguous, there is no occasion for construction, and the court's only function is

| todeclare the meaningofthe statute as clearly expressed in the statute.” Id.

| (alteration in original) (quoting Ibrahim v. Dep't ofPub. Safety, 2021 S.D. 17,

99 12-18, 956 N.W.2d 799, 802-03). Likewise, “[t]his [Clourt assumes that court

| rules mean what they say[]" In re Yanni, 2006 S.D. 59, 8, 697 N.W.2d 394, 398

| (quoting State v. Sorensen, 1999 S.D. 84, § 14, 597 N.W.24 682, 684).

| [12] We have not previously addressed our standardof review for a court's

consideration under SDCL 15-15A-13of a “request to prohibit public access to

information in a court record. . .." We conclude that a review under an abuse of

discretion standard is appropriate. The circuit courts order responding to Sanford's

request to view the affidavits and participate in redaction in advance of unsealing

them is analogous to a request for a protective order relating to discovery, which we

review for abuseofdiscretion. In re Estateof Jones, 2022 SD. 9, § 14, 970 N.W.2d

520, 526; see also State v. Ralios, 2010 S.D. 43, § 47 n.4, 783 N.W.2d 647, 660 n.4 (in

evidentiary context, “whether to redact and to what extent was within the sound

discretion of the trial court”). “An abuso of discrotion is ‘a fundamental error of

judgment, a choice outside the reasonable rangeof permissible choices, a decision

[that], on full consideration, is arbitrary or unreasonable.” In re Estateof Jones,

2022 8.D.9, J 14, 970 N.W.2d at 526 (alteration and omission in original) (quoting

Coester v. Waubay Tup., 2018 S.D. 24, 7, 909 N.W.24 709, 711).

a2
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Applicable statutory law.

| 913) Sanford appeal is based on his extrapolation of SDCL 16-16A-13,

| under which a party to a case may make “[a) request to prohibit public access to

information in a court record .... * He argues that “[alsa party to this matter and

| the subject of the court rocords, [Sanford] has requested a copy of the affidavits so

that he may analyze thom prior to their unsealing and invoke his rights under

SDCL 15-15A-13 for redaction purposesif necessary.” He thus attempts to frame

this latest appeal as involving an entirely novel issue unresolved by Implicated.

Individual I. ‘This case is no longer about the rules that apply to sealing the

affidavits, he urges, but about the rules for redacting them upon their unsealing.

He argues that for SDCL 15-15A-13 to be meaningful, the party challenging public

access to information must be given an opportunity to inspect the records in order to

‘make informed constitutional, statutory, and other legalobjections to the public

releaseof information contained in the affidavits and to provide input on

appropriate redactions of the information.

9141 ‘Sanford also references SDCL 15-1547 (prohibiting public access to

information excluded by federal or state law) and SDCL 15-1548 (prohibiting

public access to certain information, such as social security numbers, financial

information, and names of child victims) in support ofhis claims. Sanford contends

that SDCL 23A-36-4.1 pertains to a general right of public access to search warmant

records, whereas SDCL 15-16-13 pertains to a specific prohibition against public

access in cortain circumstances.

8



|

| #30063

[915] The Press responds that Sanford’ statutory claims are based upon the

| same arguments that this Court rejected in Implicated Individual I. The Press

| asserts that Sanford has not provided any substantive privacy right that would

supplant the plain languageof SDCL 23A-35-4.1 or the First Amendment right of

| the press and public to access the information contained in the affidavits.

| M16] The State also argues that the circuit court properly determined that

1 the affidavits should be unsealed under SDCL 23A-35-4.1. The State highlights

| that the compelling interest it held in preventing public disclosureofthe affidavits

and facts underlying the investigation, as recognized by SDCL 23A-35-4.1, no longer

exists now that tho State has concluded its investigation. The State argues that

requiring the unsealing of an affidavit, after the investigation has been completed,

is consistent with “[slocietel interests in having law enforcement and the judiciary

operate in the public eye [that are] not overcomesimplybecause no indictment is

returned. Socioty has as much interest in understanding why no indictment was

returned as it does in understanding why one was.” The State also rejects Sanford’s

claims that he should be permitted a special right of accessto the sealed affidavits

now that the investigation has been completed and the State has announced that.

charges will not be fled in South Dakota.

(17) Sanford reliance on SDCL 15-15A-13 to support his claim that the

circuit court was required to stay the unsoaling of the affidavits pending resolution

ofthe inspection/redaction issue lacks support in the text of the rule and is

irreconcilable with our decision in Implicated Individual I. SDCL 16-16A-13 simply

provides a procedure for a paty seeking “to prohibit public access to information in

9
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| a court record” when “there are sufficient grounds to prohibit access according to

| applicable constitutional, statutory and common law.” There is nothing in the

|| languago of SDCL 15-15A-13 that affords an affirmativeor substantive privacy
|
| right to Sanford in the contont of the affidavits. Nor docs the rule forestall public

| access to the affidavits, as mandated by SDCL 23-95-41, after the criminal
|
| investigation has been completed.S

[118] Sanford's effort to delay public access to the affidavits is also precluded

| by our decision in Implicated Individual I, where we stated that “(t]he plain

| language of [SDCL 23A-35-4.1] provides an unmistakable expressionoflegislative

! intent. A court may seal the contents of an affidavit in support ofa search warrant

upon a showing of reasonable cause, but only until the investigation is terminated

or an indictment or information is filed.” 2021 8.D. 61, 18, 966 N.W.2d at 583.

Further, in rejecting Sanford's claim in Implicated Individual I that the provisions

of SDCL chapter 15-154 supersede this statutory mandate, we stated:

The Legislature has enacted SDCL 23A-35-4.1, and nothing in
our current rules conflicts with the statute's provisions. To the
contrary, our rules specifically contemplate the roleof statutory
authority in resolving questions concerning access to court
records. We can no more overlook SDCL 23A-35-4.1 than we
could ignore binding legal authority inthisor any case that

6. The circuit court exhaustively reviewed the submissions of the parties in
determining that the criminal investigation of Sanford had been completed,
triggering the court's obligation to unseal the search warrant affidavits under
‘SDCL 23A-35-4.1. The court noted Sanford appeared to agreo that the State
had completed its investigation and concluded no crimes had been committed
in South Dakota. The court observed the possibility of other states
proceeding with a criminal investigation or prosecution but noted that
neither party had informed the court of other pending investigations. On
appeal, Sanford does not challenge the determination by the circuit court that
the investigation had been completed.

10-
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comes before us

Id. 27, 966 N.W.2d at 586.

[19] Nonctheless, Sanford asks that we read SDL 16-15A-18 to require the

| cireuit court to allow inspection of the affidavits before they are unsealed to

datermine whather thoro may be confidential or sensitive information supporting

| redaction of somo or all of the contents of the affidavits, There is nothing in SDCL

28A-35-4.1 or SDCL 16-15A-13 that mandates the circuit court to allow such an

inspection. Moreover, we find no abuse of discretion in the courts decision to dony

i ‘Sanford’s request to inspect the affidavits and participate in the redaction of

personal information before unsealing the affidavits.

i (920) In denying the request to review the affidavits, the circuit court

determined that during the two years of litigation leading up to its current decision,

‘Sanford had been afforded all the proceduralprotections set forth in SDCL 15-154.

13, requiring the court to “hear any objections from other interested parties to the

request to prohibit public access to information in the court record(]” and to “decide

‘whether there are sufficient grounds to prohibit access according to applicable

constitutional, statutory and common law.” Throughout the course of this litigation,

the circuit court had the ability to review the information in the sealed affidavits

and consider Sanford’s privacy objections, as well as the statutory mandates in

SDCL 23A-35-4.1. It is evident that the circuit court viewed Sanford’s most recent

motion as a belated and unporsuasive offort to further delay the unsealing of the

affidavits required by statute.

an
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| [21] Prior to ordering the affidavits unsealed, however, the court provided a

| thorough, well-reasoned decision denying Sanford’s request to inspect the affidavits

| and participate in the routine redactionofcertain personally identifying

| information. Inconsidering Sanford’s request to participate in the redaction process

i before unsealing the affidavits, the court determined that it was appropriate for the

| court, rather than Sanford, to redact any “personallyidentifying information,” such

| as “porsonal email addressos, home addresses, phone numbers, and birth dates.” Tn

| doing so, tho court aptly exprossed concerns that allowing the parties to participate

| in the redaction process would further extend the litigation and unnecessarily delay

| the unsealing of the affidavits required by SDCL 23A-35-4.1. The court also

identifiod tho greater potential for premature leaks of the information if the

affidavits were provided to the parties. Finally, the court noted that the affidavits

| contained personally identifying information of others whose participation may also

be requiredif the court granted Sanford's request. The court concluded that “each

ofthese problems can be avoided if the [cJourt and itsstaff simply make these

redactions which they routinely and frequently make without participation by the

interested parties.”

422] The only significant change between Implicated Individual I and now

is a factual one—the State has terminated its investigation, triggering the

unsealing of the affidavits in support of search warrants under SDCL 23A-35-4.1

and the circuit court's amended court orders. The circuit court properly applied the

provisionsofSDCL 15-15A-18 and SDCL 23A-35-4.1 in considering, and ultimately

denying, Sanford's request to inspect and redact the affidavits bofore they are

-12-
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| unsealed. Before ruling on the request, the court thoroughly considered the various

statutory and constitutional grounds asserted by Sanford with respect to

| information that could conceivably be contained in the affidavits. The courts

approach to redaction fell soundly within its discretion, and the court appropriately

exercised its discretion to “decide whether thoro [were] sufficient grounds to

} prohibit access. .. ." to contents of the affidavits under SDCL 15-15A-13.

| [23] Affirmed.

924.) KERN, DEVANEY, and MYREN, Justices, and GILBERTSON,

i Retired Chief Justice, concur.

425.1 GILBERTSON, RetiredChief Justice, sitting for SALTER, Justice,

| who recusedhimself and did not participate in this matter.

13.
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1
| STATE OF SOUTH DAKOTA) IN CIRCUIT COURT

:ss
| COUNTY OF MINNEHAHA) SECOND JUDICIAL CIRCUIT

| STATE OF SOUTH DAKOTA,
Plain, AFFIDAVIT IN SUPPORT OF

ve REQUEST FOR SEARCH
WARRANT

THOMAS DENNY SANFORD I 4 q)

— Ju
| (In the mater of Possession and Distributionof Child Pornography in
| Minnehaha County, South Dakota)
| —r————————————————————————————
| ‘The undersigned, beingduly swom upon oath, respectfully requests a Search
| Warrant to be issued for the following property:

| ITEMSTOBESEARCHEDFORANDSEIZED:
Oath Inc shalldeliverto law enforcementthe following records or
information, in digital form (e.g. on CDIDVD), dating from January 1% 2019
or opening of the AOL email account listed below to the tim that this
warrant is executed:
Aorome Emil Account:nal

7 1. All business records and subscriber information, In any form kept,
pertaining to the AOL email account listed above. Such Information
Is to include but is not limited to the following:

a. Name, user identification number, and o-mail addresses
b. The subscriber birthday as listed
c. Profile contact information
d. Registered mobile number
o. Recordsof session times and durations
. Dato and time stamp of account creation

2. All electronic communications stored and presently contained in, or
on bohalfofthe AOL email account listed above. Such information is
to include but is not limited to the following:

a. All available read and unread incoming and outgoing email
messages;

b. All available doletod email messages
c. All avallablo draft emal messages
d. All available saved email messages

Page 107
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|
e. All available folder content

3. All transactional information and IP address connection logs
| associated with the AOL email account listed above. Such

information is to include but is not limitedtothe following:
1 a. Connection time and date

b. Disconnecttime and date
| c. Method of connection to system (e.g., SLIP, PPP, Shall)

d. Data transfer volume (e.g., bytes)
e. The IP address or IP addresses assoclated with all

‘connections and disconnections to and from the service
“4. All user photos and other photos and images contained within the

user account in original file format, including EXIF data and
i information;

5. All user videos, and other video files contained within the user
account in original file format, Including EXIF data and information.

‘OATH INC IS PROHIBITED FROM NOTIFYING THE USER OF THE AOL
EMAIL ADDRESS LISTED ABOVEOFTHE EXISTANCE OF THE SEARCH
WARRANT OR THAT THE SEARCH WARRANT HAD BEEN SERVED TO THE
OATH INC. NOTIFICATION OF THE EXISTENCE OF THE SEARCH
WARRANT TO THE USER OF THE EMAIL ACCOUNT LISTED ABOVE
WOULD LIKELY RESULT IN THE LOSS ANDIOR DISTRUCTION OF
EVIDENCE AND WOULD IMPEDE THE ONGOING INVESTIGATIVE EFFORTS
OF LAW ENFORCEMENT.

“The undersigned respectfully requests that the Search Warrant be issued to
permita search athe following premises for the above-described property

The premises known as the offices of Oath Inc In the United States located
2t22000 AOL Way Dulles, VA 20166 and all computer systems and digital
storage contained within, accessible from or associated with Oath Inc:
regarding the following AOL email account{NNN

(PLACE INITIALS IN THE APPROPRIATE BLANK)

Lon that constitutes evidenceofthe commission ofa criminal
offense;

ntraband, the fruitsof a crime, or things otherwise criminally
‘possessed:

Leven designed or intended for use in,orwhich is or has been used as
“the meansofcommitting a criminal offense:

“The undersigned further requests:

(PLACE INITIALS IN THE APPROPRIATE BLANK)
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Execution of Search Warrant at night pursuant to SDCL 234-354;

That no notice be given priorto the executionofthe Search Warrant
pursuant to SDCL 23A-35-9;
Authorization toservethe Search Warrant on Sunday;

é AGxecation of the Search Warrant during the daytime.

he facts in support of the issuance of a Search Warrant are as follows:

Investigatorinformation:

1, Jeff Kollars, am a Special Agent with the South Dakota Division of Criminal
Investigation (DCI), Office of Attorney General for the State of South Dakota. As such, |
am astate law enforcement officer responsible for the investigationoffelony crimes
‘committed in the State of South Dakota as required in SDCL 23-3-10. | am currently
‘assigned to the Brookings, South Dakota DCI office and am responsible for conducting
general criminal investigations in conjunction with, or independently from, local law
enforcement. | have been assigned as a general crimes investigatorforthe DCI since
May of 2013 and in that time have conducted investigations into all manner of criminal
‘activity. This would include investigations intothe offensesofrape, possessionofchild
pornography, assault, theft, embezzlement, forgery, drug crimes, death investigations,
and missing person cases.

| have been aswom law enforcement officerinthe State of South Dakota since May of
2006 andwasemployedas aState TrooperwiththeSD Highway Patrol from 2005 to
2013. | have received specialized training in interviewing and interrogation, crime scene
processing, evidence collection, sexual assault investigation, electronic crimes and
homicide investigation. | have conducted numerous interviews with individuals
‘suspectedof committing all manner of crimes. | hold a bachelor'sofscience degree in
Criminal Justice from the University of South Dakota in Vermillion, SD.

1 amfamiliarwith the facts and circumstances described herein and make this affidavit
based upon personal knowledge derived from my participation in this investigation,
conclusions | have reached basedonmytraining and experience, and upon information
1 believe to be reliable from oral and written reports about this investigation and other
Investigations which | have received from state or local law enforcement officers from
other aw enforcement agencies.

CurrentInvestigation:

On August 14% 2019, the National Center for Missing and Exploited Children
(NCMEC) sent a CyberTip to the South Dakota Intemet Grimes Against Children
(ICAC) Task Force. The CyberTip had been submitted fo NCMEC by Oath inc,
nc. on July 9" 2010. The CyberTip was regarding a AOL/ Oath Inc user account
that contained image files that were suspectedofdepicting child pornography
and child erotica. On August 15" 2019 the CyberTip was assigned to me for
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|
| investigation.

| Based upon my training, knowledge and experience, | knowthatAOL was
| merged with Yahoo.com into what is now called Oath Inc. Oath Inc. is aVerizon
| Communications Company. Oath Inc provides a law enforcement contact
| ‘address of 22000 AOL Way Dulles, VA 20166. AOL has a range of integrated
| products for members including communication tools, mobile apps and services

and subscription packages. It provides dial up intemet access, AOL mai, AOL
instant messenger and AOL Desktop which is a internet suite integrating a web

| browser, media player and instant messenger.

|
| Uponreviewofthe informationthatwas contained in the CyberTip, | leamed that
i on July 9 2019 AOL / Oath Inc. discovered 36 image fils contained within a
i AOL user account that was suspected of depicting child pomography.

The information provided by Oath, Inc. in the CyberTip indicated that the name
for the AOL account in question was Denny Sanford with a phone numberof
SEER The reported email addresswosGES Auser
nameofVEJGVUOXNEO4D3EFGW7IORXFDU-20l was listed for the account
There was also an alternate email addressofSERSreported.

Next, | reviewed the images reported to me from Oath Inc in the cybertip. The
36 images were three separate unique images, repeated several times. The first
image was identified as 129055062_image.63-1.jpeg being a juvenile female
standing nude facing the camera. Her breasts and vagina were visible in the
image. In the back ground was some green foliage and white drapes. Her right
hand is on her right hip. The estimated ageof the female is 12 to 15 years old.

“The second image that was also repeated is identified as 129055094_image89-
1.jpeg. It can be described as a nude juvenile female standing facing The
«camera. Her breasts and vagina are visible in the image. Thereissnow inthe
background and her hair is brown. The estimatedageof the juvenile is 8 to 12
years oid.

The third image is 120055159_image.85-1.jpeg and is also repeated several
times. The image can be described as a nude juvenile female standing, facing
the camera. Her left hand is near her mouth and right hand on her abdomen.
There is green foliage visible in the back ground. The estimated ageofthe
female is 10to 15 years old.

On September 3% 2019, | received a subpoena from the Brookings County
States Attomey requesting account registration information for the Verizon phone
numbSE. later received a report back from Verizon identifying the
‘account being registered to Premier BankCard LLC effective from 3/5/2013 to
present with a contact name of Dana Anthony (addressof{RES
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| Sioux Falls, SD).

| made several attempts to contact Dana Anthony with Premier Bank and was
able to have a phone conversation with her on November 20% 2019. In the

! conversation, she first told me that no one at the bank had the number listed
1 above. She then told me that the number was usedbyDenny Sanford. She
| also provided me with his personal assistant, Cobyann Berglund’s contactomarNE
| On November 20" 2018, | received a phonecallfrom Attorney Marty Jackley

who informed me that he was representing Denny Sanford and Premiere Bank.
He stated that he anticipates cooperating with law enforcement but requested

§ that all further communication go through him.

| I also received subpoenas from the Brookings County States Attorney for
| account regiiation formationforEERE
| ——or Dah Inc The SUBpOENES were served and information
1 later provided by Oath identifying AEEREENSNSNUN2s being registered to
| Denny Sanford and an associated emailof{gmSSRRand phone

number of(SMRverified). Theaccountwas listed as terminated and
created on November 12, 1997. .

“The returned information from Oath Inc. provided account registration for
as being registered to Cobyann Berglund with phone

numbers ind EEEbeing associated with the account,
‘The account was created November 12" 1997 and was listed as active.

| also served a subpoena to Brookings Municipal Utilities (BMU)forthe number
SRhich was listed as being associated with BMUin the Cybertip in
a search. On November 29* 2019, | was informed by representatives from BMU
that they had no record of a account with that number.

1 also conducted a driver license search in South Dakota of Denny Sanford in
which | found an active driver licenseofThomas Denny Sanford DOB: SHEN
GEByith an address of(EGE

1 also conducted aweb searchof the name Denny Sanford which provided
multiple records identifying Thomas Denny Sanford as a South Dakota business
‘man and philanthropist who was the founderof First Premier Bank and the CEO

ofits holding company, United National Corporation.

Based on the information listed above it appears likely that the AOL account of

ESSE2: being operated by Thomas Denny Sanford during
thetime that Oath, Inc. discovered the image fle suspectedof depicting child
pornography.
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‘The affiant wishes to drawthe court's attention to the following facts
regarding inferences from the above mentioned facts that are based upon

| my knowledge, training and experience:

| Based on my training and experience, | know that itis common for usersofemail
| accountstokeep and store both incoming and outgoing email messages as well

| asdraftemail messages and deleted email messages within their email
! accounts.

| Based upon my training and experience, | know that individuals involved in acts
ofchild sexual exploitation including the manufacture, possession and
distribution of child pomography may use various mechanisms to communicate
‘with other offenders, including communications through various emeil accounts.
Your affiant is aware that individuals involved in criminal activity may mask their
identity and use a false alia. Your affiant is further aware that individuals
involved in acts of child sexual exploitation including ohid pornography may
create electronic atcounts including e-mail accounts with false aliases fo further
their ability to communicate with other offenders and/or victims.

Based upon my trinitig and experience, | know that individuals who use the
Interet for the manufacture, possession or distribution of child pomography wil
often times keep or store images of minors engaging in prohibited sexual acts
These individuals will sometimes use various e-mail accounts to store the
images of minors engaging in prohibited sexual acts.

Based upon my training and experience, | know that electronic and/or written
communication may exist within an e-mail account or elsewhere, demonstrating
the access to child pomography andlor child sexual exploitation.

Based on my training and experience, | known that Electronic Service Providers
‘Who offer web-based email accounts often times store and maintain user content
‘within their computer systems and computer servers. This user content often

times includes the entire contentsofa user's email account including subscriber

information, IP address logs, connection logs along with actual email messages
and email content. This user content is typically stored within computer ystems,
‘computer servers and other formsofdigital storage owned and/or maintained by
the Electronic Service Provider.

Based upon my training and experience, | know that many email providers and
Electronic Service Providers do not monitor the content of messages being
exchanged by users. Therefore, individuals who are involved with the possession
of child pomography will often times use email accounts to communicate with
victims or exchange coniraband and ilicit material with other individuals.

Based upon my training and experience, | knowthat it is the policyof OathIncto

notify users about legal process that has been served in relation to the user's
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account. However, |also know that Microsoft will not notify user's about legal

process where prohibited by law and/or court order. Therefore, | am requesting
that Oath Inc be prohibited from notifying the useroftheemail account with the
email addressofS——— of the existence of this legal process. |
believed that if notification is givento the user t would ikely result n the loss
andlor destruction of evidence and would impede the ongoing investigative

efforts of aw enforcement.

Based upon the information described above, | have probable cause to believe
that on the computer systems owned, maintained, and/or operatedbythe

company known as Oath Inc n the United States, 22000 AOL Way Dulles, VA
20166, there exists evidence, ful, and instrumentaites of violations of siate
and/or federal law. By this Affidavit and application, | respectfully request that the

Court issue a search warrant directed to Oath Inc, allowing agents to seize the
electronic communications and ofher information stored on Oath Inc /AOL
computer systems and computer servers for the AOL e-mail account of
ESM=n the associated files described above.

For these reasons, | request authorty to seize all electronic communications and
‘other content stored in the Target Account, to be searched off-site in a controlled

environment. Law enforcement officers and agents will eview the records sought
by the search warrant and will segregate any messages and content constituting
evidence, fruits of instrumentaliies of violationsofstate and/orfederal criminal
law. Additionally, | request authorityto serve the warrant on the Microsoft

Corporationby facsimile and to allow Oath Inc to copy the data outsideof this

officers presence.

‘Special Agent Jef Kollars
Division of Criminal Investigation

‘Subscribed and sworn fo before me this 2 dayof _Quocabe 2019.

{Notary Public)
My commission expires. fis [pr

ILE 0
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GirGira Court
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|
STATE OF SOUTH DAKOTA ) IN CIRCUIT COURT

:S8
| COUNTYOF MINNEHAHA y SECOND JUDICIAL CIRCUIT

1 STATE OF SOUTH DAKOTA,
Plaintiff, AFFIDAVIT IN SUPPORT OF

i I. REQUEST FOR SEARCH
WARRANT

1 "THOMAS DENNY SANFORD

| Sop.SE Gob A
| Defendant, W

(th mtrf Poasgsson and Dibution of Chit Parmogeaphy in vehara
‘County, South Dakota)

| ‘The undersigned, being duly swom upon oath, respectfully requestsa SearchWarrantto
be issued for the following property:

1 ITEMSTOBESEARCHEDFORANDSEIZED:

| Midcontinent Communications (Midco) shall deliver to law enforcement the
following records or information, in digital form (e.g. textfile “.txt", document file
“.doc” or Portable Document Format “.pdf"), regarding the IP addresses of:

2001:4818:72:7e1:791c:a1d1:7233:¢38 on June 27% 2019 at 18:33:02 hours
UTC and 18:32:66 hours UTC

1. All businessrecordsand subscriber information, in anyform kept,

pertaining to the IP address listed above. Such information is to include but
Is not limited the following:

a. Subscriber name;
b. Subscriberaddress;
c. Subscriber phone number;
d. All screen names andlor email addresses;
. Status of account;
1. Detailed billing logs;
g. Date account was created and if applicable, date account wasSees
h. Method of payment;
I. Detailed billing records

2. All transactional information and IP address connection logs associated
‘with the subscriber of IP address listed above. Such information is to
include but is not limitedtothe following:

a. Connection time and date;
b. Disconnect time and date;
©. Methodofconnection to system (e.g., SLIP, PPP, Shell);
d. Device information for each connection.
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‘The undersigned respectfully requests that the Search Warrant be issued to permit a
search at the following premises for the above-described property:

| Thepremisesknownastheofficesof Midcontinent Communications
| (Midco) in the United States located at 3901 N Louise Avenue, Sioux Falls,
| SD 67107 and all computer systems and digital storage contained within,
| accessible from or associated with Midcontinent Communications (Midco)
i regarding the following IP address:

| 2001:4818:72:7e1:781c:a1d1:7233:c38 on June 27% 2019 at 18:33:02 hours
| UTC and 18:32:55 hours UTC

| MIDCONTINENT COMMUNICATIONS (MIDCO) IS PROHIBITED FROM NOTIFYING
| THE USER OF THE IP ADRESS, EMAIL ADDRESS LISTED ABOVE OF THE
| EXISTANCE OF THE SEARCH WARRANT OR THAT THE SEARCH WARRANT HAD
| BEEN SERVED TO MIDCONTINENT COMMUNICATIONS (MIDCO). NOTIFICATION

‘OF THE EXISTENCE OF THE SEARCH WARRANT TO THE USER OF THE
| ACCOUNT LISTED ABOVE WOULD LIKELY RESULT IN THE LOSS ANDIOR

DISTRUCTION OF EVIDENCE AND WOULD IMPEDE THE ONGOING
INVESTIGATIVE EFFORTS OF LAW ENFORCEMENT.

(PLACE INITIALS IN THE APPROPRIATE BLANK)

roperty that constitutes evidenceof the comissionof a criminal

“ontraband, the fruits of a crime,orthings otherwise criminally
possessed:

Yr signed or intended for use in, or wich is or has boen used as
the meansofcommiting a criminal oftense

“The undersigned further requests:

(PLACE INITIALS IN THE APPROPRIATE BLANK)

ExecutionofSearch Warrantat ight pursuantto SDCL 23A-35-4;
“That no notice be given prior to the executionofthe Search Warrant
pursuant to SDCL 23A-35-9;

Authorization to serve the Search Warrant on Sunday;

ffs ofthe Search Warrant during the daytime.

facts n support ofthe issuance ofa Search Warrant are as follows:

InvestigatorInformation;
1,JettKollars, am a SpecialAgentwith the South Dakota DivisionofCriminal
Investigation (DCH), OfficeofAtoney General for the State of South Dakota. As such,
am a state law enforcement officer rosponsibe forthe investigation of felony crimes
omitted in the Stateof South Dakota as required in SDCL 23-3-10. | am curently
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| ‘assigned to the Brookings, South Dakota DCI office and am responsible for conducting
| ‘general criminal investigations in conjunction with, or independently from, local law
| enforcement. | have been assigned as ageneral crimes investigatorfor the DCI since
! May of 2013 and in that time have conducted investigations into all manner of criminal

activity. This would include Investigations nto the offensesofrape, possession of chid
pomography, assault, thef, embezzlement, forgery, drug crimes, death investigations,
‘and missing person cases.

1 have been a sworn law enforcement officer inthe State of South Dakota since May of
2006 and was employed as a State Trooper with the SD Highway Patrol rom 2005 to
2013. 1 have recelved specialized training in interviewing and interrogation, crime scene
processing, evidence collection, sexual assault investigation, electronic crimes and
homicide investigation. | have conducted numerous investigations with individuals
suspected of commiting all manner of crimes. | hold a bachelor's of scence degree in
Criminal Justice from the University of South Dakota in Vermilion, SD.

1 am familar with the facts and circumstances described herein and make this affidavit
based upon personal knowledge derived from my participation in this investigation,
‘conclusions | have reached basedon my training and experience, and upon information
believe to be reliable from oral and writen reports about his investigation and other

investigations which | have received from state or local law enforcement officers from
other law enforcement agencies.

Current Investigation:

On August 14° 2019, the National Center for Missing and Exploited Children (NCVEC)
senta CyberTipto the South Dakota Interet Crimes Against Children (ICAC) Task
Force. The Cyber Tip had been submited to NCMEC by Oath In, Inc. on July 9° 2019.
“The Cyber Tip was regarding an AOL Oath In user account that contained image fles
that were suspected ofdepicting child pomography and child erotica. On August 15%
2019 the CyberTip was assigned to me for investigation.

Based upon my training, knowledge and experience, |knowthat AOL was merged with
Yahoo.com into what is now called Oath Inc. Oath nc. Is aVerizon Communications
Company. Oath Inc provides a law enforcement contact addressof22000 AOL Way
Dulles, VA 20168. AOL has a range of integrated products for members inducing
‘Communication tools, mobile apps and services and subscription packages. Iprovides
dial up internet acoess, AOL mail, AOL instant messenger and AOL Desklop which is an
intemet suite integrating awebbrowser, media player and instant messenger.

Upon reviewofthe information that was contained in the CyberTip, learned that on July
9°201 AOL / Oath Inc. discovered 36 image files contained within a AOL user account
that was suspectedofdepicting chid pomography.

“The information provided by Oath, Inc. in the Cyber Tip indicated that the name fo the
AOL account in question was Denny Sanford with a phone numberofSEE
The repo aml odoos wasQESNEENP 1 isomano
'VEJ6VUOXNEO4DSEFGW7IORXFDU-a0l was sted for the account. There was also an
alternate email addressofQUEENcroried.

Next, | reviewed the images reportedtomefrom Oath Inc in thecybertp. The 36
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Images wers three separate unique images, repeated several times. The first image was
identified as 128055062_Image.63-1peg being a juvenile famale standing nude facing
the camera. Her breasts and vaginawere visible in the image. In the background was

| some green foliage and white drapes. Her ight hand is on her ight hip. The estimated
| ‘ageofthefemale i 12to 15 years old.

| “The second image that was also repeated is identified as 120055004_jmage86-1 jpeg.
| It can be described as a nude juvenile female standing facing the camera. Her breasts
| and vagina are visible in the image. Thers is snow in the background and herhair is
| brown. The estimated age of the juvenile is 8 o 12 years old

| “The third image is 129055159_image.65-1jpeg and i also repeated several ies. The
image can be described as a nude juvenile female standing, acing the camera. Her lef

| hand s near her mouth and right hand on her abdomen. In the image, her ight breast is
visible along with her vagina. There is green foiage visibe in the background. The
estimated age of the female is 1010 15 years ol

On September 3¢ 2019, 1 received a subpoena from the Brookings County States
Altomey requesting account registration information for the Verizon phone number
an— | later receiveda report back from Verizon identifying the account being
egistered to Premier BankCardLLCeffectivefrom 3/5/20130 present with a contact
name of Dana Anthony (addressof(ESSIEN

1 made several attempts tocontact Dana Anthony with Premier Bank and was able to
have a phone conversation with her on November 20° 2019. In the conversation, she
first told me that no one at the bank had the number listed above. She then told me that
the numberwas used by Denny Sanford. She also provided me with his personal
assistant, Cobyann Berglund's contact information(EER

On November 20° 2019, | received a phone cal from Atiomey Marty Jackiey who
informed me that he was representing Denny Sanford and Premiere Bank. He stated
that he anticipates cooperating with law enforcement but requested thatal further
‘communication go through him.

1 sso received subpoenas from the Brookings County States Attormey foraccount
registration informationToEE:— Oath
Inc. The subpoenas were served and information later provided byOath identifying

as being registered to Denny Sanford and an associated email
Jand phone numberAie ‘The account was

listedasterminated andcreatedon November 12, 1997.

The returned information rom Oath Inc. provided account registration for
being registered to Cobyann Berglund with phone numbers

an being associated with the account. The account was
created November12° 1997 and was listed as active.

For clarfication purposes | also served a subpoena toBrookings Municipal Uifties
(BMV) for the moorGcwas listed as being associated with BMU in
the Cyber tp from a search that they had completed. On November 29° 2019, | was
informed by representatives from BMU that they had no record ofa account with that
number at any poi.
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| also conducteda driver license search in South Dakota of Denny Sanford in which |
found an active driver license of Thomas Denny Sanford DOBSE an

Ea
1 also conducted a web search of the name Denny Sanford which provided multiple

| records identifying Thomas Denny Sanford as a South Dakota businessman and
! philanthropist who was the founder of First Premier Bank and the CEO of its holding

company, United National Corporation.

On December 9" 2020, | produced a affidavit in support of a search warrant for Oath Inc
records and content fhe malacresEERE,he serch vara
was presented tothe Honorable Judge James Powerofthe2 Circuit in Sioux Falls, SD
who later signed the warrant. | later served the warrant on Oath Inc.

On January 10" 2020, | received the account records including emailsfrom Oath Inc. for
w——. er to the warrant mentioned above. In reviewofthe content

Observed tre following emails:
1) EmailromSS ©SNS——

a. Sent: May 28", 2019 4:48:50PM UTC. »

b. With the signature line saying "Sent from my Verizon Samsung Galaxy
smartphone”

¢. Including one picture attachment identified as file name
20190528_092836 jpg.

d. Adescriptionof this the image 20180528_092838 jpg is described by
myself as follows: The image is of a prepubescent female laying on her
back, complatly nude. Her vagina is vise on the lef portion of the
image with her legs spread. Her right breast is visible, andherface is on
the right side ofthe image. There is a portion of blue material visible in
the upper right portion of the photograph. There are several lines of
deviation visible making the image appearto be apicture taken of
another screen.

2) Email from!SRE S—
a. Sent May 20%, 2019 1:39:09 PM UTC

b. Withthe signature line saying “Sent from my Verizon Samsung Galaxy
smartphone”

+c. including one picture attachment dented as fie name
201005280528Jog

d. The image appears to be the exact same image as identified above (#1).

3) Email fromSEENSEN
a. Sent June 27%, 2019 12:33:02 PM UTC
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b. The subject lineis "Emailing: 0_270" withcontentofthe emala follows:
| ‘Your message isreadytobesent with the following fie o ink
| attachments:
| 0.270
| * Note: To proteciagainst computer viruses, e-mail programs may prevent
| sending of receiving certain types of file attachments. Check your e-mal

‘security settings to determine how attachments are handied.

c. Including one picture attachment identified as fie name 0_270.jpg.
|
| d. Adescription of this the image 0_270,pg is described by myself as

follows: a juvenile female standing nude facing the camera. Her breasts
| ‘and vagina are visible inthe image. Inthebackgroundwassome green
| foliage and white drapes. Her righthand is on her right hip. The estimated
| ageof thefemaleis 12to 15years old. This image appears tobethe
| same image described above as the first image within the MCMEC cyber

tp.

4) Email from EEE EN
a. Sent June 277, 2019 12:34:04 PM UTC.

b. The subject lineis “Emailing: 0_735" with content ofthe email as follows:
Your message s ready to be sant with the following fle or link
attachments:
0.735
Note: To protect against computer viruses, e-mail programs may prevent
sending or receiving certaintypesoffle aitachments. Checkyour e-mail
securitysettingsto determine how attachments are handled.

c. Including one picture attachment identifiedas fle name 0_736 jpg

d. Adescriptionofthistheimage 0_735,jpg is described bymyself as
follows: a juvenile female standing nudefacingthe camera. She has
blonde chest high straight hair which is down. Hef right arm is crossing
her chest and is resting on her left shoulder. Her left armisresting on her
right hip. Her vagina and both breasts are visile. The backgroundofthe
photograph has abodyofwater and the ground around her is grassy. Her
estimated age is 10t0 14 yearsofage.

#) Email fromEE
a. Sent June 27°, 2019 12:34:46 PM UTC.

b. The subject line is “Emailing: 0_185" with contentof the eal as folows:
Your message is ready to be sent with the folowing fil or ink
attachments:
0.189
Note: To protect against computer Viruses, e-mail programs may prevent
sending or receiving certain typesoffile attachments. Check your e-mail
security setings to determine how attachments are handled.

©. Including one picture attachment dentfied as fie name 0_189.pg
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d. A descriptionof this the image 0_189jpgisdescribedby myselfas
follows: It can be described as a nude juvenile female standing facing the

| camera. Her breasts andvagina are isle i he mage. There fs snow
| in the background and herhairis brown. The estimated ageof the
| Juvenileis 8 to 12yearsold. This imageisthesecond image described
| above within the MCMEC cyber tip.

| 6)Emailfrom EERE SESNGCGE——
a. Sent June 27%, 2019 5:47:00 PM UTC.

b. The subject line is “Emailing: 0_588" with contentofthe email as follows:
Your message is ready to be sent with the following file or link
attachment:
0.588Note: To protect against computer visss, al programs ay prevent
sending or receiving certain typesoffile attachments. Check your e-mail
‘security settings to determine how attachments are handled.

¢. Including one picture attachment identified as file name 0_588.jpg

a. A description oftheimage 0_558 pgthatof nude juvenile female
standing, facing the camera.Herleft hand is near her mouth and right
hand on her abdomen. There is green foliage visible in the background.
“The estimated ageof the female is 10to 15yearsold. This imageis the
‘third image described above within the MCMEC cybertip.

7) Email romQEtoAE—
a. Sent June 27%, 2019 5:47:37 PM UTC

b. The subject line is “Emailing: 0_270" with content of the email as follows:
‘Your message is ready to be sent with the following file or link
atzchment
0.270
Note: To protect against computer viruses, e-mail programs may prevent
‘sending or receiving certain typesoffile attachments. Check your e-mail
‘security settings to determine how attachments are handled.

¢. Including one picture attachment identified as file name 0_270.jpg.

d. A description ofthis the image 0_270.jpg is the same as listed above in
number “3" and appears to be the same image sent again.

#) Email romIES-WA
a. SentJune 27%, 2019 6:34:28 PM UTC

b. The subject line is “Emailing: 0_270"with contentofthe email as follows:
Your Mossage i ready to be sant wih th follwing flo Ik
attachments:
0_270
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Note: To protect against computer viruses, e-mal programs may prevent
sending or receiving certain typesoffils attachments. Check your e-mail
securitysettingsto determine how attachments are handled.

c. Including one picture attachment identified as fle name 0_270 pg.

4. Adescriptionof this the image 0_270,pgisthe same as sted above in
number 3" and appearstobo the same Image sent again

Based on my training and experience andalthe information relied upon in this
investigation, 1 feel that the content of the image fils described abovefit the definion of
child pornography as described In South Dakota Codified Law andfitwell within
definfion and section SOCL 22-24A-3:

a. Possessing, manufacturing, o distributing chid pomography~Felonies—
‘Assessment. A person is ulyofpossessing, manufacturing, ordistributing chid
‘pomographyif the person

(1) Creates any visual depiction of a minor engaging in a prohibited sexual
act, orn the simulationofsuchanact;

(2) Gauss orknowinglypermits the creationofanyvisualdepiction ofa
minorengaged in aprohibitedsexualact, or i the simulationof uch an act; or

(3) Knowinglypossesses, distributes,or otherwiso disseminates any visual
depiction ofaminorengaging in a prohibited sexual act,orinthe simulationofsuch an
act.

‘Consent to performing theseproscribed actsby a minor oraminor's parent,
‘quardian, or custodian, or mistake as to the minor's age is not a defonss fo a charge of
violating this section.

‘A violationof this section is aClassfelony. If personisconvictedofasecondor
subsaquent violationofthis section within fieen yearsoftheprior conviation, the
violation is a Class 3 felony.

‘The court shall orderanassessmentpursuant to § 22-22-1.3ofany person convicted
ofviolating this section.

b. "Prohibitedsexual act" actualor simulated sexual intercourse, sadism,
masochism, sexual bestialty, incest, masturbation, or sadomasochisti abuse; actual or
simulated oxnibilonof the genitals, the publc or rectalarea, o the baro feminine
breasts, in a lewdor lascivious manner, actual physical contact with a person's clothed
orunclothedgenitals, pubic aroa, buttocks, or, fsuch person is a female, broast with the
tent to arouse or graf the sexual desiroof itherparty; defecationorurination for the
purposeofcreating sexual excitement inthe viewer,orany actorconduct which
constitutes soxual battery ar simulates thatsexualbatery s being or will be commited.
“The term includes encouraging, aiding, abettingor enticing any person to commit any
sush acts as provided in this subdivision. The term does not include a mother's broast-
Toodingofherbaby;

In review of the same emails included in noSR cc. several of
the emails within the acount include identifiers such as a photograph ofa South Dakota
Beer teaoss of Thames Danny SanioraDOEWR physical sess of
—————— Via email on 4/28/2019 via
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Alter from The Dalai Lamato T. Denny Sanford thanking hm forsupport for a
Universty of Caifornia San Diego T. Denny Sanford initute for Empathy and
Compassion dated 8/11/2019 sent fromGEE

A photograph of a hotel receipt from the Curio Collection by Hiton of Coronado,
Galforia with a one night stay onFebruary9° 2019 and a guest name of Denny
Sanford sentto emaiaddressESSERE on Fobruary 6° 2019,

Thera ware several photographs of a person that| believe to be Denny Sanford ina
hospital gown, in an airplane, and siting at atable.Therewere also photographs of
decorative windows from Sanford Hospital in Sioux Fals, SD.

“The same records received from Oath Inc on January 10 2020 for
SSSRued cn data wh P adresses fom May 260 and 25°

and also June 277 2020.

1 conducted Internet Service Prover (ISP) lookups regarding al ofthe IP addresses.

The IP addresses for May 28° and 26° 2019 and June 27%, 2019 and corresponding
providers are as follows:
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Enaladdoss Date eroviderase Nay019081059 Verizonwires
sum Maysamozisit Amon
sau Noy2215231303 Amato
sums Vay mSBD0 Anton
WOLTBDTTTUN MoyDDO Cox ammunition
Tomar Nay220231059 Specom

m7 Nay2209230118 Spectrom
sus Vays? Amon
anu Vay2219225445 Aton
Tews NayBs25487 Specom
Tamar NaysmRS Specrm
mas NeyIST Veronwirves
DILDO Voy BRIS Veronwieess
mass Nay B2015201939 Verizonwise
mnase Nay B20382055 Veronwives:
swans Ny252019164643 Amaton
Tem Noy B2ISISI4S Spec
DILBUOIMBU Fre oyBISOLSSS Vernwireless
i229 Noy529041055. Verne
LOLIIre Noy BUSA? Veronireess
2am NoyBAO231153  Amsion
sus NoyBSZ152 Amazon
TUTDTIBTML MyBIBI CoxCommunkaton
mane NoyBASIE Veronwicess
LTT NoyBSTIAS Veronwireless
Tower Nay BIS Spectr

many Moy BORD Sperm
Tuma MyB20 Sperm
amin Moy2829384546 Amazon
umm Noy220191852 Amato
sans Noy 8292850 Specrom
sr NoyBBE Spc
wana Noy 220937582 Amato
many NoyBISA Spectrom
Tusa NyBRITS Socom
202 Ny22019162548 Amacom
swans Noy 28209162508. Amacom

zzsas Ney28209051607 Verizonwieess
mamas Noy 2209051198 Verizonwisess
HOUSEaeceTAS oy BIORZS Veronwieess
masse Moy2209032841 Verizonwieess
mais Noy 282019052059 Veronwieess
mzs3e Moy2209235559 Verizonwieess
ssn Nay 7209234133 Veronwieess
mara Noy220 Veronwireless
marae Noy 272019251058. Veronwie
snr Noy 2209224651 Spectrom
Team Nema Spectrom
usr Moy 2720920029 Spectrom
ODBC NoyDASDATS Vesonwireles
man Noy27205081058 Verizonwives
mam Moy 2208031021 Veron isles
TIBI ASHOATSINS NoyDAISES50. Veronwireless
fre Mey26205235621 Veronwireless
Tanne Noy 22019231058. Vercon wees
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| And

| Email Ee Date ‘Provider
| HATHeB Socalowes une BIORADG Verzonwireless

ssn June27923203 Amazon
sm June27219232026 Amazon
Te176207 Jone 272019232025 Specium
T6207 June27209232021 Specrum
E6207 June27209233852 specrum
Tas June 7720923013 Spectrum
115878 June 2729223409 Verion wireless
sss June 272019223017 Verizonwireless

| 130161 June 272019222138 Veronwireless
113016202 Jone 27201922136  Verkanwireless
13016102 June 27201921553 Verizonwireless
san138155 June2729191100 Verizonwireless
2HI016DSCAEIOST2TAS ASH June Z7IIBOKIE Verzonireless
220365 Jone 27209155545 Amazon
pre June27209363342 Amazon
HOLERIIIATII line DAO BHR MboMdarer
HOVERING ne ZI AISI Niko Mdoret
20803 Jone 272019174159 Amazon
2203653 June 2720974151. Amazon
sa Jone 7965419 Amazon
sna June272019165619 Amazon
TOLSTIBOTA0AREES Jone 272SI6SAI3 Con Communication
73565250 Jone 272019014505 Verzonwireless
sra1150 Jone 212019013839 Verzonwireless

356120 June 2120901327 Verizon wireless
91356625 June 272019012600 Verzonwireless

356460 Jone 272019012052 Verzonvireless
pr June 272019011434  Verzonwireless
23 ne 27201111 Verizonwireless

sree Jone272019084035 Verizon wireless
356682 Jone 2720193608. Verizanviteless
rer June 2720194831 Verizonwitless
356255 June 27201904005 Verizonwitless
saan Jone 27201903624. Verizonwitless
573567103 Jone 2721902601 Veronwireless
sa019 Jone 2720192053 Verizonwireless

sraseins Jone27201901613. Verizonwitless
oraz Jone 272190145 Veron wireless
mas Jone 262923460 Veronwires

In the same Intemat Service provider lookup regarding the IP address
2001:4818:72.701:791c:a1d1:7233:c38 on June 277 2019, | observed that t resolves
back to Midco.net identified further as Midcontinent Communications (Midco) with a
possible subscriber geolocation of Sioux Falls, SD. | also know that i fs possible thata
ser could be remotely accessing computers in those locations fom anywhere in the
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|
| world via the internet and the IP Address logged would geolocate to that location even if
| the user was not physically In that location.
|
| Based on the information sted above it appears ikely that the AOL account of

———— being operated by Thomas Denny Sanford during the time.
that Oath, Inc. discovered the image files depicting child pornography. I appears fikely

| that on June 279 2019 that sameuser was likely accessing the oniine account
———— the IPs maintained by Midcontinent Communications

| based out of Sioux Falls, SD and shows a possible geolocationofSioux
Fals, SDforthe IP address.

The affiant wishes to draw the court's attention to the following facts regarding
| Inforencesfromtheabove-mentioned facts that are based upon my knowledge,

training and experience:

| Based upon my training and experience, | know that individuals involved in acts of hid
sexual exploitation including the manufacture, possession and distribution of chid
pomography may use various mechanisms to communicate with other offenders,
including communications through various email accounts. Your affiant is aware fhat
individuals involved in criminal activity may mask thei identity and use a false alias.
Your affant is further aware that individuals involved in acts of child sexual exploitation
including child pornography may creats electronic accounts including e-mail accounts
with fase allases to further their abilty to communicate with other offenders andor
victims.

Based upon my training and experience, | Know that individuals who use the Internet or
the manufacture, possession or distribution of child pornography wil often times keep or
store images of minors engaging in prohibited sexual acts. These individuals wil
‘sometimes use various e-mal accounts to store the imagesofminors engaging in
prohibited sexual acts.

Based upon my training and experience, | know that electronic andlor writen
communication may exist within an e-mail account, Internet Servic Provider, Cellular
network provider or elsewhere, demonstrating the access to child pomography andlor
child sexual exploitation.

‘Based on my training and experience,| known that Electronic Service Providers who
offer web-based emal accounts often times store and maintain user content within their
‘computer systems and computer servers. This user content often times includes the
enire contents of a user's email account including subscriber information, IP address
logs, connection logs along with actual email messages and small conten. This user
content i typically stored within computer systems,computerservers and other forms of
digital storage owned andor maintained by the Electronic Service Provider.

Based upon my training and experience, | know that many emal providers and
Electronic Service Providers do not monitor the content of messages being exchanged
by users. Therefore, individuals who are involved with the possession of child
‘pomography will often times use email accounts to communicate with victims or
exchange contraband and illct material with other individuals.
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Based upon the geolocation information that was associated with the IP address of,
2001:4818:72:71:791c:a1d1:7233:c38 it appears that this IPaddress was being leased
by a Midcontinent Communications customer on the dateofthe offense that was
detailed in the CyberTip and email account described above.

"I know that the only way to determine the identityofthesubscriberthata particular IP
address has been leasedto by an ISP is by obtaining the subscriber information and
customer records directly from the ISP itself.

1 know thatthe Midcontinent Communications (Mido) keeps and maintains records and
information about its customers/subscribers. This information includes customer records
and logs regarding which IP address(es) were assigned to a Midcontinent
Communications (Midco) subscriberor a particular date and time or aparticular time
period. Midcontinent Communications (Mico) requires the issuance ofa subpoena or
search warrant in order to provide subscriber information to law enforcement.

Your affiant knows that Midco.net or Midcontinent Communicationsis aninteretservice
provider that is based out of Sioux Falls, SD. The vice president and General Counsel
for Midco i identified with a physical address of 3901 N. Louise Ave. Sioux Falls SD
57107 and provides telephone, internet, and television service to several counties in
‘South Dakota and aiso Minnesota, North Dakota, and Kansas

Based upon the information described above, | have probable cause o believe that on
the computer systems owned, maintained, and/or operated by the company known as
Midcontinent Communications (Midcolthere exists evidence, fruits, and instrumentalities
ofviolations of state andlor federal law. By tis Affidavit and application,| respectfully
request that the Court issue a search warrant directed to Midcontinent Communications
(Midco) allowing agents to seize the records and subscriber information stored on the.
Midcontinent Communications (Midco) computer systems and computer serversforthe
IP address of 2001:481B:72.7e1.791c:a1d1:7233:c38 .

For these reasons,| request authority to seize all customer records and subscriber
information stored by the Midcontinent Communications (Midco) regarding the IP
address listedabove,tobesearched off-site in a controlled environment, Law
enforcement officers and agents wil review the records sought by the search warrant
and will segregate any records of information constituting evidence, fruits or
instrumentals of violation of state and/or federal criminal law. Additonaly, | request
authority o serve the warrant on Midstate Communications by electronic means and to

allow the Midstate Communications to copy the data outsideof this officer’ presence.

‘Based upon my training and experience, | know that iti the policy of many providers to
notify users about legalprocess that has been served in relation totheuser's account.
However, also know that Oath Inc, Verizon wireless and Midcontinent Communications
(Mido), wil notno user's about legal process wher prohibited by law andior court
order. Therefore, | am requesting that Oath Inc, Verizon wireless and Midcontinent
‘Communications (Mido) be prohitited from notifying any user or account holder of the
existence of this legal process. | believed that fnotification sgiven to the usr it would
ikely resLit in the oss andlor destruction of evidence and would impedethe ongoing
investigative efforts of law enforcement
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| Based upon the information described above, | have probable cause to believe that on

the computer systems owned, maintained, and/or operated by the company known as.
| Midcontinent Communications (Midco) in the United States, 3901 N Louise Avenue,

| Sioux Falls, SD 57107, there exists evidence, fruits, and instrumentalitiesofviolations of

| state and/or federal law. By this Affidavit and application, | respectfully requestthat the

Court issue a search warrant directed to Midcontinent Communications (Midco), allowing

| agents o seize the electronic communications and other information stored on
Midcontinent Communications (Midco) computer systems and computer servers for the

IP address: 2001:48f8:72:7e1:791c:a1d1:7233:c38 on June 27" 2019 at 18:33:02 hours

UTC and 18:32:55 hours UTC and the associated files described above.

Forthese reasons, | request authority to seize all electronic communications and other

| content stored in the Target Account, tobesearched off-site in a controlled environment.
Law enforcement officers and agents will review the records sought by the search
warrant and wil segregate any messages and content constituting evidence, fruits or
instrumentalitiesofviolations of state and/or federal criminal law. Additionally, | request

authority to serve the warrant on the Midcontinent Communications by facsimile and to

allow Midcontinent Communication's to copy ta ideof this officer's presence.

Special Agent Jef Kolars
Division of Criminal Investigation

‘Subscribed andswomto before me this (2 day of __ are 2020.

{Notary Public)
My commission expires_£/557

| MAY 08 2020D)

ClkCircus Goon>
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STATE OF SOUTHDAKOTA INGIRCUIT COURT
i ss

COUNTY OF MINNEHAHA) SECOND JUDICIAL CIRCUIT

STATE OF SOUTH DAKOTA,
Plain, AFFIDAVIT IN SUPPORT OF

vs REQUEST FOR SEARCH
WARRANT

THOMAS DENNY SANFORD
DOB| Soom. sitpup
(Inthe matter of Possossion and Distribution of Child Pornography in Minnehaha
County, South Dakota)

‘The undersigned, being duly sworn upon oath, respectfully requests a Search Warrant to
be issuedfor the following property:

ITEMSTOBESEARCHEDFORANDSEIZED:

Verizon Wireless Inc shall deliver to law enforcementthe following records or
information, in digital form (0.5. CD, DVD or by electronic document o file), dating

Verizon Wireless Cellular Phone NumberQRS

1. All business records and subscriber information, in any form kept,
pertaining to the Verizon Wireless cellular number AR Such
information is to include but is not imited the following:

a. Full nameofsubscriber;
b. Addressof subscriber;
c. All o-mall addresses listed on target account;
d. Other phono numbers associated withtarget account;
e. All avallablo billing and payment information
1. Activation datoof Target Account;
g. All available device information,to include make, model, serial

number and IME! number for all devices associated with Target
Account.

2. Device Purchase Information. This Is specificallyto Include the dat, ime
and location of where tha device or any pre-pald refill cards were
purchased.

3. All available call detall records, Including detalled information n reference
to all known outgoing and incoming calls associated with the account,
dates and times calls were made, and duration ofal calls made or
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received. This is to include any other pertinent call detail records including
! ‘special features codes, or any other codes that are maintained in the

normal course of business for Verizon Wireless. In addition to voice calls,
this would also include any detall records showingtext messages, MMS
messages, or data activity.

4. AllIP addrossos assigned to or used bythe Verizon Wireless cell phone
number listed above.

6. Coll site Information, to Include all known call towers associated with
outgoing and incoming calls (Call Detall Records). This information Is to
Include any sector Information, if known, call sito location, and any other
related material that would be necessary to identify the location and sector

{ In reference to the cell site information associated with the call detail
records.Inthe event text messages, MMS messages, LTE and Data activity
including IP session and destination addresses that wero produced are
also available with coll site Information, this Information would be Included
In this request.

6. Coll sito locations for all Verizon Wireless cell sites sector information
including azimuth headings, in the regional market associated with the
requested cell site information.

7. All historical device location inforation. This would include any reports of
device activity that would include the approximate latitude and longitude of
the device at the time of the activity, direction and distancefrom the tower,
and other location related information commonly referred to as an
RTT(Round Trip Timing), EVDO, ALULTE, and Levdort report. This further
includes any other report similar in nature.

The information is being requested during the following time period
Historical Records -June27%2019at00:01 hoursUTCtoJune27°2019ot23:59
hours UTC

The undersigned respectfully requests tht the Search Warrant be ssued to pemit a
search at the following premises for the above-described property:

The premises known as the offices of Verizon Wireless Inc Attn: VSAT in
the United States locatedat 180 Washington Valley Road Bedminster, NJ
07921 and all computer systems and digital storage contained within,
‘accessible from of associated regarding the following phone numberSP
LJ
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| VERIZON WIRELESS INC (VSAT) IS PROHIBITED FROM NOTIFYING ANY USER OR
| ACCOUNT HOLDER OF THE EXISTANCE OF THE SEARCH WARRANT OR THAT
| THE SEARCH WARRANT HAD BEEN SERVED TO VERIZON WIRELESS.
| NOTIFICATION OF THE EXISTENCE OF THE SEARCH WARRANTTO THE USER
| ‘OF THE ACCOUNT LISTED ABOVE WOULD LIKELY RESULT IN THE LOSS ANDIOR

DISTRUCTION OF EVIDENCE AND WOULD IMPEDE THE ONGOING
| INVESTIGATIVE EFFORTS OF LAW ENFORCEMENT.

| (PLACE INITIALS IN THE APPROPRIATE BLANK)

| J Property that constitutes evidenceofthe commission of a criminal
offense;

| niraband, the fruits ofa crime,or things otherwise criminally
possessed:

ty designed or intended for use in, or which s or has been used as.
| the means of committing a criminal offense

The undersigned further requests:

(PLACE INITIALS IN THE APPROPRIATE BLANK)

Execution of Search Warrant at igh pursuant to SDCL 23A-35-4;

“That no noticebegiven prior to the execution of the Search Warrant
pursuant to SDCL 23A-35-9;

Authorization to serve the Search Warrant on Sunday:

Gr ofthe Search Warrant during the daytime.

% facts in supportof the issuance of a Search Warrant are as follows:

Investigator Information:

1, Jeff Kollars, am a Special Agent with the South Dakota Division of Criminal
Investigation (OCH), Office of Attorney Generalfo the Stateof South Dakota. As such, |
am a state aw enforcement officer responsible for the investigationof felony crimes
commitedi the State of South Dakota as required in SCL 23-3-10. | am currently
‘assignedtothe Brookings, South Dakota DCI office and amresponsible for conducting
‘general criminal investigations in conjunction with, or independently rom, local law
enforcement. | have been assigned as a general crimes investigatorforthe DCI since:
Mayof2013 and in that time have conducled investigations nto al manner of criminal
aciiiy. This would include investigations nto the offenses of rape, possession of hid
pomography, assault, theft, embezzlement, forgery, crug crimes, death investigations,
and missing person cases.

1 have been a sworn law enforcement officer n the State of South Dakota since May of
2006 and was employed as a State Trooper with the SD Highway Patrol from 2005 to
2013. 1 have received specialized training in interviewing and interrogation, crime scene
processing, evidgnce collection, sexual assault investigation, electronic crimes and
homicide investigation. | have conducted numerous investigations with individuals
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| suspectedof committing all mannerofcrimes. | hold a bachelor'sofscience degree in
Griminal Justice fom the University of South Dakota in Vermilion, SD.

1 am familiar with the facts and circumstances described herein and make this affidavit
based upon personal knowledge derived from my participation in this investigation,
conclusions | have reached based on my training and experience, and upon information
1believe to be reliablo from oral and written reports about this investigation and other
investigations which | have received from state or local law enforcement officers from
other law enforcement agencies.

CurrentInvestigation:

| On August 14" 2019, the National Center for Missing and Exploited Children (NCMEC)
| senta cyber ip o the South Dakota Internet Crimes Against Children (ICAC) Task
| Force. The Cyber Tip had been submitedtoNCMEC by Oath Ing, Inc. on July9° 2019.
| “The cyber tip was regarding an ALI Oath Inc user account that contained image files
| that were suspected of depicting child pomography and chid erotica. On August 157
| 2019 the cyber tip was assignedtome for investigation.

Based upon my training, knowledge and experienc, | know that AOL was merged with
Yahoo.com nto what is now called Oath Inc. Oath Inc. is a Verizon Communications
‘Company. Oath Inc provides a law enforcement contact address of 22000 AOL Way
Dulles, VA 20168. AOL has a rangeofintegrated products for members including
‘Communication tools, mobile apps and services and subscription packages. It provides
dial up internet access, AOL mail, AOL instant messanger and AOL Desktop which is an
intemet sute integrating a web browser, media player and instant messenger.

Upon reviewofthe information that was contained in the cyber tp, | leaned that on July
9201 AOL Oath Inc. discovered 36 image filescontained within a AOL user account
that was suspectedofdepicting child pomography.

“The information provided by Oath, Inc. in the cyber ip indicated thatthe name for the
AOL account n questionwas Denny Sanford witha phonenumberof(ESSIEN
The reported emai address was’ Ausemame of
'VEJGVUOXNEOAD3EFGW7IORXFDU-a01 was listed for the account, Therewas also an
alternate email address ofEMS Ported.

Next | reviewed the images reported tomefrom Oath Inc inthe cyber tip. The 36.
images were three separate unique images, repealed several times. The frst image was
identified as 120055062_image.63-1,peg being a juvenile female standing nude facing
the camera. Her breasts and vagina were visi in the image. In the background was.
somegreen foliage and whit drapes. Her right hand is onherright ip. The estimated
age of the female is 12 to 15 years old.

The second image that was also repeated is identified as 123055094_image.89-1 jpeg.
1tcan be described as a nude juvenile female standing facingthe camera, Her breasts
and vagina are visible i the image. Thereissnow in the background and herhaiis
brown. Th estimated ageofthe juvenile is to 12 years old

“Thethird image is 120055159_image.65-1.jpeg and is aso repeated several times. The
image can be describedasa nude juvenie female standing, facing the camera. Herleft

Page dof 15



hand is near her mouth and right hand on her abdomen. In the image, her right breast is
visible along with her vagina. There is green foliage visible n the background. The
estimated ageofthe female is 10 to 15years old.

On September 3%, 2019, | received a subpoenafrom the Brookings County States
Attorney iesting account registration information for the Verizon phone number
alater receiveda report back from Verizon identifying the account being
registered to Premier Bank Card LLC effective from 3/5/2013to present with a contact

iof Dans Arion (sessoEEE
1 made several attempts to contact Dana Anthony with Premier Bank and was able to
‘have a phoneconversationwith her on November 20", 2019. Inthe conversation, she
first old me that nooneat the bankhadthe number listed above. She then told me that

| thenumberwas used by Denny Sanford. She also providedmewith his personal
assistant, Cobyann Berglund's contact information(ENN

On November 20", 2019, | received a phone call from Attorney Marty Jackley who
informed me that he was representing Denny Sanford and Premiere Bank. He stated
that he anticipates cooperating with law enforcement but requested that ail further
communication go through him.

| also received subpoenas from the Brookings County States Attorney for account

registration informationforEERE2dS——cr Oath
Inc. The subpoenas were served and information later provided by Oath identifying

as being registered to Denny Sanford and an associated email
of! and phone numberofGR ere) ‘The account was
listed 25 terminated and created on November 12, 1997.

The retumed information from Oath Inc. provided account registration for
as being registered to Cobyann Berglund with phone numbers(ll

anc being associated withthe account. The account was:
‘created November 12” 1997 and was listed as active. s

For clarification purposes,| also sérved a subpoena to Brookings Municipal Utilities
(BMU)forthe numberSNRwhich was sted as being associated with BMU in
the cyber tip from a search that they had completed. On November 26", 2018, |was.

informed by representatives from BMU that they had no recordofan account with that
number at any point.

1 also conducted adriver license search in South Dakota of Denny Sanford in which |

found an active driver license of Thomas Denny Sanford DOB: -_ an

| also conducted a web search of the name Denny Sanford which provided multiple
records identifying Thomas Denny Sanford as a South Dakota businessman and
philanthropist who was the founder of First Premier Bank and the CEO of ts holding
company, United National Corporation. A public records search revealed that Thomas
Denny Sanford also owns residences in Scottsdale, AZ, Sioux Falls, SD and La Jolla,
CA.
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On December 9" 2020, | produced an affidavit in support of a search warrant for Oath

| Inerta cortiof ho mat cross MBER Te scar arent
[ was presentedto the Honorable Judge James Powerofthe2° Circuit in Sioux Falls, SD.
| who later signed the warrant. | later served the warrant on Oath Inc.

On January 10” 2020, | received the account records including emails from Oath Inc. for

ERB1.21 the warrant mentioned above. I review of the content.
| I observed the following emails:

1) nal tone— SE
a. Sent: May 28", 2019 4:48:59 PM UTC

| b. With the signature line saying “Sent frommyVerizon Samsung Galaxy
smartpnone”

| ¢. Including one picture attachment identified as fie name
| 20190528_002836 jpg

| d. A description of this the image 20190528_092836jpg is described by

‘myself as follows: The image is of a prepubescent female laying on her

ack, completely nude. Her vagina s vie on the lf portonof the
image with her legs spread. Herrightbreastisvisible, andherfaceis on

theright side of the image. There is a portion of blue material visible in

the upper right portionofthe photograph. There are several lines of

deviation visible making the image appear to be a picture taken of

anther screen.
2 Ene onSN S—

a. Sent May29",20191:35:00 PM U’

b. With the signature ine saying “Sentfrom my Verizon Samsung Galaxy
smartphone”

¢. Including one picture attachment identified as file name

20190528_092836.jpg

4. The image appears tobethe exact same image as identified above (#1).

3) Email fromSEENtoSRS
a. Sent June 277, 2019 12:33:02 PM UTC

b. The subject ine is “Emailing: 0_270" with contentofthe email as follows:
2 Tour massages ready 0 5 sont with te folowing fleo rk

atachments :
0210
Nota: To protect agains computer viruses, &-mal programs ay prevent
sending or receiving certain types of file attachments. Check your e-mail

Secu Setings to determing how tachment re handed.
¢. Including one picture attachment identified as file name 0_270 jpg.

d. Adescription of this the image 0_270.jpg is described by myselfas
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| follows: a juvenile female standing nudefacingthe camera. Her breasts.

| vainrgig nh mags, In he background was some geen
| ola and wits drapes. er ngpt hand oon he gh ip.The ested
| ageof the femaleis 1210 15yearsold.This image appearstobethe
| ‘same image described above as the first image within the MCMEC cyber
y tip.

| 4) EmailronS— toS——
| a. Sent June27", 2019 12:34:04 PMUTC.

b. The subject line is “Emailing: 0_735" with content of the email as follows:

| Tou maceage s oad 10be sanwih th folowingle or Ink
| ahaa
| 0_735
| Note: To protectaginst computer viruses, onal programs may prevent

sending or recsiving certain typesoffile attachments. Check your e-mail
i ‘security settings to determine how attachments are handled.

¢. Including one picture attachment identified as fie name 0_735.jpg

d. A descriptionof this the image 0_735.jpg is described by myself as

follows: a juvenile female standing nude facing the camera. She has
blonde chest high straighthair which is down. Her right am is crossing
er sheet and fv an href onion Het ef am fo resi on
right hip. Her vagina and both breasts are visible. The backgroundofthe

photograph has a body of water and the ground around her is grassy. Her
Caimted age s 1010 14 years of age

: .
5) Email fom—S—

| a. Sent June 27%, :34:46 PM UTC.

b. The subject line is “Emailing: 0_189" with contentofthe email as follows:

Your message is ready to be sent with the following file or link

attachments:
0_189
Note: To protect against computer viruses, e-mail programs may prevent

‘sending or receiving certain typesof file attachments. Check your e-mail

‘secdlity settings to determine how attachments are handled.

©. Including one picture attachment identified as file name 0_189.pg

d. Adescriptionof this the image 0_189.jpg is described by myselfas
Fone oan oa desc oe ude yoni femal sanding facg He
mars. Hor rants ant vagina aro vile Ithmage. Tnereis snow
in the background and her hair is brown. The estimated age of the

juvenileis 8to 12 years old. This image is the second imagedescribed

‘above within the MCMECcybertip.

6 Enel fomEEE,»SNS
‘a. Sent June 27%, 2019 :00 PM UTC.
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| b. The subject line is “Emailing: 0_588" with content of the email as follows:
Your message is ready to be sent with the following file or link

| attachments:
0_588

| Note: To protect against computer viruses, e-mail programs may prevent

‘sending or receiving certain types of file attachments. Check your e-mail
‘security settings to determine how attachments are handled.

¢. Including one picture attachment identified as file name 0_588.jpg

4. Adescription of the image 0_5B8 jpg is that of a nude juveniles female
‘standing, facing the camera. Her left hand is near her mouth and right
hand on her abdomen. There is green foliage visible in the background.
The estimatedage of thefemale Is 10 to 15yearsold. The childs bare
‘breasts and vagina are visible in the image. This image is the third image

| described above within the MCMEC cyber tip.

7) Email from SEEEEG——"cSE
a. Sent June 27%, 2019 5:47:37 PM UTC

b. The subject ine is “Emailing: 0_270" with contentofthe email as follows:
Your message isreadyto besentwith the following file or link
attachments:
0.210
Note: To protect against computer viruses, e-mail programs may prevent
sending or receiving certain typesoffle attachments. Chock your e-mail
‘security settings to determine how attachments are handled.

¢. Including one picture attachment identified as file name 0_270.jpg.

d. A descriptionofthis the image 0_270.jpg is the same as listed above in

umber3 and appears t be tha same image sent again

8) Email fromCSe——oUIDR—
a. Sent June 27%, 2019 6:34:28 PM UTC.

b. The subject line is “Emailing: 0_270" with contentofthe email as follows:

Your message is ready to be sent with the following file or link

attachments:
0.270
Note: To protect against computer viruses, e-mail programs may prevent

sendingofreceiing certain typesoffle attachments. Checkyour e-mail
‘security settings to determine how attachments are handled.

c. Including ane picture attachment dented as fle name 0_270 jpg

d. A description of this the image 0_270.jpg is the same as listed above in

number 3 andappearstobe the same image sent again

In severalofthe above listed emits and numerous others intheNENINEN
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account there are several possible identifiersforthe type of device thatwas used. Inthe‘message bodyofthe above emails, “Sent from my Verizon Samsung Galaxy
smartphone" is observed. | also know that Verizon will commonly maintain device| informaion in their business records including the make, model and IMEI numbers.
Also in the first email detailed above the image, | know from my training and experiencethatthe naming convention from above for the image 20190528_082836 jpg possibly
identifies a date and a time that the image was taken and Is & common naming| convention for Android devices.

Based on my training and experience and al the information relied upon in this
investigation, | feel that the contentofthe image fils described above fit the definition of| chid pomagraphy as described in South Dakota Codified Law and fit well within
definition and section SDCL 22-24A-3:

a. Possessing, manufacturing,or distributing childpomography—Folonias-—
Assessment. A person is guilyofpossessing, manufacluring,o distributing chid

| pomographyif the person:
(1) Croates any visual depiction ofaminorengagingin aprohibitedsexual

| act,orinthe simulationofsuch an act;
(2) Causesorknowingly permits the croationofany visual depiction ofa

‘minor engaged in a prohibited sexual act, oin the simulationofsuch an act; or
(3) Knowingly possesses, distributes,orotherwise disseminates any visual

depiction ofa minor engagingin aprohibited sexual act,or inthe simulationofsuchan
act,

Consent to performing thessproscribedacts by a minor or minor's parent,
‘guardian,orcustodian,ormistake as to the minor's ageisnota defense fo achargeof
violating thi section.
Aviolationofhis section sa Class4felony. If apersoniscanvitedofasecondor

‘subsequent violationof his section within loen yearsof theprior conviction, the
Violation is a Class 3 felony.

The court shallorderan assessment pursuant to § 22-22-1.3of anyperson convicted
ofviolating this section.

b. “Prohibited-sexual act," sctualor iruiated sexual intercourse, sadism,
‘masochism, sexualbestiality, incest, masturbation,or sadomasochistc abuso; actual or
simulated exhibitionof the genitals, the pubicorrocta area,or the bare feminine
breasts, ina lewd or lascivious mannor, actual physics! contact with a person's clothed
‘orunclothedgenitals, pubic area, buttocks, o,if such person s a female, braast with the
nent to arouseorgray the sexual desireofsither party: defacation or urinationfor the
purposeofcreatingsexualexcitementin theviswer;or anyactorconduct which
constitutessexual bateryorsimulates that sexual battery s beingorwilbe commited.
The term includes encouraging, aiding, abetling or enticing any person to commit any
such actsasprovidedin ths subdivision. Tho term doas not include @ mother's breast-
feedingofherbaby;

In review of the same emails included i thoGEMSccourt, several of
the emai within the account include identifers such as a photographofa South Dakota
Driver license of Thomas Denny Sanford DOBQE wih a physical address of————"Via emal on 4/39/2019 via
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| letter fom The Dalai Lama to T. Denny Sanford thanking hm for support for a
| University of Calfornia San Diego T. Denny Sanford Institute for Empathy and
| Compassiondated 6/11/2019sentfrom(EENEGCGG_—_—_G_.

| Aphotographof a hotel receipt from the Curio Collection by Hilton of Coronado,
| Galfornia with a one night stay on February §° 2019 and a guest nameofDenny
| Sanford sent to emaladdressGEMM"February 67 2019.

1 There were several photographsof a person that |believeto be Denny Sanford in a
hospital gown, in an airplane, and sting at atable. There were aiso photographsof
decorative windows from Sanford Hospital in Sioux Falls, SD.

The same records received from Oath Inc:{or «cu log n data
with IP addresses from May28th and 29°2019 and also June21" 2020.

conducted temet Service Prover (ISP) lookups regarding al ofthe IP addresses.

The IP addresses for May 26° and 29° 2019 and June 27%, 2019 and corresponding
providers are as follows:

*
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sdiross 2 Date provider
amma Moy 302015081059 Veron icles
sane Noy219283511 Amazon
saan Noy2929231303 Amaze

| suo Noy292019231302 Amaze
OLSTIMOTT AGN Moy MIZI0:  CoxCommuricaton

| an Moy257091059 Specrum.
| Tans Moy292015730818 Spectrum

umm | Mayas sis Anson
aunom Moy29201525448 Amazon
fe Moy2922S Spectrum
Tsay Moya Spectum
mans May292SIIO0 Veronwis
HDINTEISERSEATANFIDR Moy ISD Verzonwreess
ams Noy209201539 Veronwireless
manase A MeysaSIBIOS Veraonwiless
wan Moy 92 164643 Amaion
prey Moy ISIE Spectrum
HOISTSSoe ay SISOS Vetion wireless
maanss Moy252041059 Veronwieess
HOTHOUSESse MoyBIBS: Varion wiles
sumo Noy amomazss Amaron
susan Noymasz? Amazon
OUSTIMTAR BATTAL MoyBASIS] CoxCommunication
meanss NoyBABII Verhonwieless
HOUTA SLASIIs WoyBUS Verizonvires
Tas MeyBONNE Specrum
masa MoySRS Spectrom
eveans Nay 82009212059 Spectun
Samm Moy 79184546 Aaron
sano May ASS Arszon
ans MayasImaSaL Spectum

Taran? MyBEET Spec
wanss Ney BEISSK2 Aeon
Tears NoyBRISA Spec

sans Nay ISITRS2 Spectun
sum Nay 82019362948 Amazon
res May 232019162508 Amazon
anans MoyBABU Verhan weiss
eases oyB2IS01108 Veronwives
2000121662658be 4a dT ches MoyBISOHLZS Veronwives
Deana NoyBAIL Verhonwireless
asa MyS155 Vraomwirless
23 Noy 22IST3559 Vraon wireless
ssi May IISTHAIS Vrton wireless
fer Moy SLO. Verizon wireless
peanrns VoyZT1058 Veronwees:
amas MoymmsZS: Specrm
ey MoyD207 Speci
Tsay NoyT9209 Spec
HOTSBAKERS NayTOA Veron wiles
mana Nay 7209083058 Vrzonwirless
pena Moy 7m II021 Veron wireless
I ABHESINS May ZSCEDS0 Veronwiress

asm May26702 Varonviress
waza May20197358 Varzonvirless
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And .

| Ema e Date Provider
| HOTELeSSocatleeelza SineBHI Verizon wireless
| sm020 Jone 27219232030 Amazon

23411020 June 272019232026 Amazon
ar62017 June 27WOT Specinm
Tars0n7 lune 272019232021. Speciram
wr52017 June2 219231832 Speciram

207 June 27930113. Spectram
pred June 27219223409 Verizonwireless
2s June 272192037 Verizonwireless
13016102 Jone 272922138 Veronwireless

301612 June ZTMIT Verionirless
301610 IneZTE Veronwireless

ma28138155 June 2729 BILD Verizonwireless
| 260001ST2A! June 27 RII TBOKIS Verizonwireless

220653 lune 27209163349 Amzon
asm Ione 2720918532 Amazon
TOLPOTIABICHATIIE June2TH Micka Mckonet
ALABTIICALTIIE June 27 DIOIBRS5 Mdohidconet
samy Ione 279174159 Amazon
sues June27219 17:41:51. Amazon
23411020 Jone 27219165419 Amazon
ann Lune 272019165619 Amazon
DOLTEBMOTARATE JoneAIGA Cox Communication
aes June 27219014305 Verizon wireless
4150 June 279013939 Vedaonwireless
rer Jie27209013327 Veron wieess
36625 June 2723902600 Verizonwireless

356450 Jone 272019012052 Verzon wireless
356067 Jone 27209051434 Verizon wireless
S23 Jone 2720190UL11 Verizon wireless
Fa116 Jone 272019010055 Verizon wireless
sree June 2720900568 Verizon wireless
sree Jone 272019004831 Verizon wireless
S352 Ine279005 Verizon wireless
a2 Jone 27201903628 Verizon wireless
rrr June 27201902601 Verizon wireless
ree June 27201902053 Verizonwireless
a3s6013 Jone27201901613 Verizon wireless
prey Jone 272019048. Verizon wireless
masie29 Jone 26201923460 Verizon wireless

Inthe same Intermet Service provider lookup regarding the IP address
2001:48(8:72:7e1:791c:a141:7233:38 on June 27° 2019, | observed that it resolves
back to Midco.nel identified further as Midcontinent Communications (Mido) with a
possible subsgriber geolocation of Sioux Falls, SD.
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in the same IP lookup, | observed numerous other IP addresses on May 26 and 26%
and also June 27% 201 resalving back to Verizon wireless. The commonaityofIP
addresses through May 28% and 29° and June 27° 2019 is Verizon wireless IPs.

Outsideofthe IP addresses from Verizon and Midcontinent were other IP addresses
resolving to other states including Amazon (Oregon), Cox communication (Arizona) and
‘Spectrum (California).

Two ofthe outgoing email messages containing chid pomography had been sent from
reRN.oe) ‘address on May 28" and May 29" 2019 had a signature
line that read “Sent from my Verizon Samsung Galaxy smartphone’. Therefore, i is
apparent that on May 28° and 26° 2019, the email account sted above had been
accessed by multiple Verizon Wireless IP addresses anda leasttwo ofthe outgoing
‘email messages sent from that email account had been sent fom a Verizon Wireless
Samsung Galax call phone, As described above, th ca phone numberof GEER
GESaVerizon Wirolss cell phone number and is currenty being used by Denny
‘Sanford. ft should also be noted that in addon tothetwo ouigoing emails containing
chid por on May 28° and 26° 2019, there were 14 additional outgoing email messages
that had the same “Verizon Samsung Galaxy Smartphone’ signature line between those
two dates. Manyof the outgoing messages were in the same general ime frame as the
two outgoing messages containing the child pon.

However, it should be noted. that the Verizon Wireless IP addressesthatwere used to
accesstheQESININED< ilaccount on May 28° and 29” and June 27"
2018 have possible subscriber geolocations that include locatlons in several diferent
States. Therefore, based upon the inconsistent possiblesubscriber geolocation
information associated with the Verizon Wireless IP adresses that were used to access
the email account listed above onMay28% and28” June 27 2019, | am unableto
make an accurate determination regarding the locationof the Individual who was
‘accessing and using the email accountonthat date.

It should also be noted,thatthe same listof IP addresses usedby{ENED
as indicated by Oath, also listed numerous other IP addresses registered to several
other Intsmet service providers Including Spectrum (aka Charter Communications),
Amazon and Cox Communications that had been used to accesstheemal account
listedaboveon June 27% 2019. Those various IP addresses have possible subscriber
geolocations that include locations in Arizona, Oregon and Caiffomia. Therefore, based
{pon the various diferent possible subscriber geolacations associated with the [P
addresses used o access the email account listed above on May 28° and 26° and June:
2772019 that resolve back to the various different Internet service providers listed
above, | am unable to make an accurate determination regarding the location of the
individual who was accessing and using the email account on that date.

Based upon publicly available information, | know that Denny Sanford owns homes in
Sioux Falls, SD, Scottsdale, AZ and La Jolla, CA. The Possilesubscribergeolocation
information regarding the IP addresses that were usedto access the

SSS ai account on Jun 27" 2019 include all threeofthose cies.
‘and states and on May 26° and 26 2018 include Scottsdale, AZ and La Jolla, CA. |
also know that tis possible thata user could be remotely accessing computers in those
Tocations from anywhero in the word via the internet and the IP Address logged woud
geolocate to that location even iftheuser was not physically in that location.
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|
1 know that that Verizon wireless maintains records for long periodsoftime that would

| include details about the cellular device that is associated with a specific cell phone

| ier ne Ip acess0 ha war assigned 12a spacc cal phone numer ad he
| physical locationof a cellular device on a specific date and time.

|
{ Therefore, based upon the inconsistent nature ofthevarious IP addresses that had been
| sedi ionsARMM ony 25° a020 2 re

27° 2019 the most reliable wat positively identiy the individual who was using in the
emaifactrif onthatdae and the reliable way to accurately determine the location of
that individual isbyobtaining records and information from Verizon Wireless regarding
ihe cl one nurber ofGREER Specialy. subscromen, Govco
information, call detail records, IP address information and historical location information

from Verizon Wireless can be necessary and essential inorder to make those

determinations. +

Theaffiant wishes to draw the court's attention to the following facts regarding

inferences from the above mentioned facts that are based upon my knowledge,

training and experience:

I know thatcellular telephone service providers (Carriers) such as Verizon Wireless

‘store and/or keep a large amountofdata and information regarding their cellular service

‘subscribers. This data and information is stored on computer servers and computer

‘systems belonging to or operated by Verizon Wireless. “This data and information can

include subscriber information, device information, call detail records, text message

detail records, text message content, multimedia message detail records, multimedia

‘message content, IP address information, cellular data usage records, devicelocation

information, Cell Site location information along with other data and information.

1 know that subscriber information obtained from a Cellular Carrier can be used to

determine ownership ofa specific cellular telephone number as well as ownership of a

Specieceluar device ,
1 know that the call detail records, text message detail records, multimedia message

detail records and data usage records obtained from a Cellular Carrier can be used to

determine who a specific cell phone numberorcellular device was being. used by ata

parlr dato te.
1 know that historical device location information and historical cell site location

information can be used to try to determine the locationof a cellular telephone or cellular

device when a specific device activity such as a phone call, text message, multimedia

message oremail message took place. Also, this historical location information can be

used to determine the location of a specific cellular user at a specific date and time in the

past.

1 know that the only way to determine the identity of the subscriber that a particular IP

a san max 1 by an ISPo coal provider i by obtainingfh Subscrier
information and customer records directly from the ISP or cellular provider.

Based upon my training and experience, | know that t is the policy of many ISPs or
cellular carriers to notify users about legal process that has been served in relation to the
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user's account. However, |also know that Oath Inc, Verizon ro, Midcontinent

‘Communications (Midco), will not notify user's about legal proce: prohibited by

law and/or court order. Therefore, | am requesting that Oath Inc, Verizon wireless,

Midcontinent Communications (Midco)be prohibited from noting the users and
‘specifically usersof the email accountwith the emailaddressoN
or phone number ofgSIEY of the existence of this legal process. |befieved that if
noification is give to he user it woul ikely sult inthe loss andlor destruction of
evidence and would impede the ongoing investigative effortsof law enforcement.

Based upon the information described above, | have probablecauseto believe that on

fhe computer systems owned, maintained, and/or operated by the company known as

Verizon Wireless there exists evidence, fruits, and instrumentalitiesofviolationsofstate

andlor federal law. By this Affidavit and application, | respectfully requestthat the Court

issue a search warrant directed to Verizon Wireless, allowing agents to seize the

‘electronic communications and other information stored on Verizon Wireless computer

systems and computer servers for the phone numberGEIRen the associated
files described above.

For these reasons, | request authority to seize all electronic communications and other

content stored in the Target Account, to be searched off-site in a controlled environment.

Law enforcement officers and agents will review the records soughtby thesearch

‘warrant and will segregate any messages and content constituting evidence, fruits or

instrumentalitiesofviolationsofstate and/or federal criminal law. Additionally, | request

authority to serve the warrant on the Verizon Wireless by facsimile and to allow Verizon

Wireless to copy the data outsideofthis officer's presence.

Special Agent Jeff Kollars
7 Divisionof Criminal Investigation

Subscribed and sworn to before me this JZdeyof___Mecca, 2020

(Notary Public)
My commission expires_//6% .

| MAY 08 2020D)
Simeheie Cour 5.
ClerkCircuit Court

Page 150f15



||

STATE OF SOUTH DAKOTA) IN CIRCUIT COURT
88

| COUNTYOF MINNEHAHA ) SECOND JUDICIAL CIRCUIT

STATE OF SOUTH DAKOTA,
1 Plaintiff, AFFIDAVIT IN SUPPORT OF

| wv REQUEST FOR SEARCH
| WARRANT
1 "THOMAS DENNY SANFORD fs
i DOB:
| So— aJl
|
| (In the matter of Possession and Distribution of Child Pornography in Minnehaha
| County, South Dakota)
|
| The undersigned, being duly sworn upon oath, respectfully requests a SearchWarrantto
| be issued for the following property:

ITEMSTOBESEARCHEDFOR ANDSEIZED:
Verizon Wireless Inc shal deliverolaw enforcement the following records or
information, In digital form (e.g. CD, DVD or by electronic document or file), dating
from May 29" 2019 at 00:01 hours UTC to May 26" 2019 at 23:59 hours UTC:

Verizon Wireless Cellular PhoneNumborQENNNNND
1. All business records and subscriber information, in any form ker

pertaining to the Verizon Wireless cellular number of Such
information Is to Include but is not limited the following:

a. Full name of subscriber;
b. Address of subscriber;
¢. All e-mail addresses listed on target account;

Other phone numbers associated with target account;
o. Al avallabl billing and paymont information
f. Activation date of Target Account;
g. All available device Information, to include make, model, serial

number and IMEI numberfo alldovices associated with Target
Account

2. Device Purchase Information. This is specifically to include the date, time

and location of whero the device or any pre-paid rfl cards were
purchased.

3. All available call detail records, including detailed information in reference

to all known outgoing and incoming calls associated with the account,

dates and timos calls were made, and durationofall calls made or
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| roceived. This is to Include any other pertinent call dotall records including
| ‘special features codes, or any other codes that are maintainedin the
| normal course of business for Verizon Wireless. In adition to voice calls,
| this would also include any detail records showingtextmessages, MMS
| messages, or data activity.
|
i 4. AllIP addresses assigned to or usedbythe Verizon Wireless cell phone

4 mumber listod above.

6. Coll site Information, to includa all known cell towers associated with
outgoing and incoming calls (Call Detail Records). This information is to
include any sector information, If known, cal ste location, and any other
rolated material that would be necessary to identity the location and sector
in reference to the coll site Information assoclated with the call detail
records. In the event text messages, MMS messagos, LTE and Data activity
including IP session and destination addresses that wore produced are
also available with call site information, this information would be included
in this request.

6. Coll sito locations for all Verizon Wireless cell sites sector information
including azimuth headings, in the regional market associated with the
requested coll site information

7. All historical device location infomation. This would include any raports of
devico activity that would include the approxima latitude and longitude of
the dovice at the timaofthe activity, direction and distance from the tower,
and other location related information commonly referred to as an
RTT(Round Trip Timing), EVDO, ALULTE, and Levdort report. This further
Includes any othor report similar in nature.

The information is being requested during the following time period
Historical Records —May20"2019at00:01hoursUTCtoMay 29"2019at23:69hours.
ure

“The undersigned respectfully requests thatthe Search Warrant be issued to pei a
searchatthe folowing premises forthe above-described property:

The premises known as the offices of Verizon Wireless Inc Attn; VSAT in
the United Statos located at 180 Washington Valley Road Bedminster, NJ
07521 and ail computor systoms and digital storage contained within,
accessible from or associated regarding the following phone number ll
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|
| VERIZON WIRELESS INC (VSAT) IS PROHIBITED FROM NOTIFYING ANY USER OR
| ACCOUNT HOLDER OF THE EXISTANCE OF THE SEARCH WARRANT OR THAT
| ‘THE SEARCH WARRANT HAD BEEN SERVED TO VERIZON WIRELESS.
| NOTIFICATION OF THE EXISTENCE OF THE SEARCH WARRANT TO THE USER
| OF THE ACCOUNT LISTED ABOVE WOULD LIKELY RESULT IN THE LOSS ANDIOR

DISTRUCTION OF EVIDENCE AND WOULD IMPEDE THE ONGOING
INVESTIGATIVE EFFORTS OF LAW ENFORCEMENT.
(PLACE INITIALS IN THE APPROPRIATE BLANK)

roperty that constitutes evidence of the commission ofa criminal
fionse:

Conant, th tus of crime, or ings otherwise ciminaly
sessed:

roerty designed or intended for use in, or whichis or has been used as
the means of commiting a criminal offense

The undersigned further requests:
(PLACE INITIALS IN THE APPROPRIATE BLANK)

Execution of Search Warrant at night pursuant to SDCL 204-354;
“That no notice be given prior to the executionofthe Search Warrant
pursuant to SDCL 234-355;

Authorization to serve the Search Warrant on Sunday;
Becutionofthe Search Warrant during the daytime,

The acts in support of the issuance of a Search Warrant are as follows:

InvestigatorInformation:
1, Jeff Kollars, am a Special Agent with the South Dakota Division of Criminal
Investigation (DCI). Office of Attorney General or theState of South Dakota. As such,|
am a state law enforcement officer responsiblfo the investigation of felony crimes.
commited inthe State of South Dakota as required in SDCL 23-310. | am curently
assigned to the Brookings, Soh Dakota DCIofice and am responsible fo conducting
general criminal investigations in conjunction withor independently rom, local law
enforcement. | have been assignad as agenera crimes investigatorfor tha DC since
May of 2013 and in tha tim have conducted investigations ito ll manner of criminal
aciy. This would include investigations into the offenses of rape, possession of chid
pomography, assaut, thefl, embezzlement, forgery, drug crimes, deal investigations.
‘and missing person cases
1 have been a sworn law enforcement officer in the StatoofSouth Dakota sinceMayof
2006 and was employed as a State Trooper wilh the SD Highway Patrol fom 2005 to
2013. | have received specialized raining in interviewing and nferogation, ci scene
processing, evidence collection, sexuel assault investigation, electronic crimes and
Fomicds investigation. | have conducted numerous investigations vith ncividuals
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| suspected of committing all manner of crimes. | hold a bachelors of science degree in
| Criminal Justice from the Universiy of South Dakota in Vermilion, SD.

i 1amfamiliar with the facts and circumstances described herein and make this affidavit
§ based upon personal knowledge derived from my participation in this investigation,

conclusions | have reached based on my training and experience, and upon information
|believeto bereliablefrom oral and written reports about this investigation and other
investigations which | have received from state or local law enforcement officers from
other law enforcement agencies.

Current investigation;
On August 14 2019, the National Center for Missing and Exploited Children (NCMEC)
sent a cyber tp to the South Dakota Inferet Crimes Against Children (ICAC) Task

| Force, The Cyber Tip had been submitted to NCMEC by Oath Inc inc. on July 5° 2018.
The cyber tip was regarding an AOL/ Oath Inc user account that contained image files

| that were suspected of depicting child pomography and child erotica. On August 15"
| 2019th cyber bpwas asigned tome foinvesigaton.

Based upon my training, knowledge and experience, | know that AOL was merged with

Yahoo.com into what Is now called Oath Inc. Oath Inc. is a Verizon Communications

Company. Oath Inc provides a law enforcement contact address of 22000 AOL Way
Dulles, VA 20166. AOL has a range of integrated products for members including
communication tools, mobile apps and services and subscription packages. Itprovides

Garpnme sccass, AOL mal AOL nant messenger and AGL Deskiop ich i an
infermat suite integrating a web browser, media player and instant messenger.

‘Upon review ofthe information that was contained in the cyber tp, | leamed that on July
9" 2019 AOL / Oath Inc. discovered 36 image files contained within a AOL user account

thatwassuspectedofdepicting child pornography.

‘The information provided by Oath, Inc. in the cyber tip indicated that the name for the

AOL scout in esion was Dey Sartori acne ruberofQRERND
The roported email adress ves—‘Nusemame

'VEJEVUOXNEO4DIEFGWTION )-aol was listed for the account. There was also an
alomate emai adcressofEEEEENNY°°"eC
Next, | reviewed the images reported to me from Oath Inc in the cyber tip. The 36

images were three separate unique images, repeated several times. The first image was

identified as 129055062_image.63-1.jpeg being a juvenile female standing nude facing

the Gamera. Her breasts and vagina were visible in the image. In the background was
reas atage and hte Grapes. Her gh hand s on her ght. Tn estimated

ageof thefemale is 12 to 15years old.

The second image that was also repeated is identified as 120055004_image.89-1 jpeg.
It can be described as a nude juvenile female standing facing the camera. Her breasts

and vagina are visible in the image. There is snow in the background and her hair is

brown. The estimated ageof the juvenile is 8to 12years old.

“The third image is 129055159_image.86-1.jpeg and is also repeated several times. The

image canbodescribed as a nude juvenile female standing, facing the camera. Her eft
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||
|
| hand is near her mouth and right hand on her abdomen. In the image, her right breast is:

visible along with her vagina. There is green foliage visible in the background. The
estimated ageofthe female is 10 to 15 years old.

| On September 3", 2019, | received a subpoena from the Brookings County States
Attor esting account registration information for the Verizon phone number
RR11 recone s fsport back om Verizon ening ne account bong

| registeredto Premier Bank Card LLC effective from3/5/2013to present with a contact
[ me of ana ory (acess of(RENEE.

| made several attempts to contact Dana Anthony with Premier Bank and was able to
have a phone conversation with her on November 20%, 2018. In the conversation, she

| first toldmethat no one at the bank had the number listed above. Shethentold me that
the number was used by Denny Sanford. She also provided me with his personal
assistant, Cobyann Berglund's contact information ——

! On November 20", 2019, | receiveda phone call from Attomey Marty Jackleywho
informed me that he was representing Denny Sanford and Premiere Bank. Hestated
that he anticipates cooperating with law enforcement but requested that all further
communication go trough im.
1 also received subpoenas from the Brookings County States Attorney for account
registration informationforMENSArcS— Oath
Inc. The subpoenas were served and informaion ater provided by Oh deniying

as being registered to Denny Sanford and an associated email
nd phon rumorofGREER vr). The account vas

listed as terminated 8 created on November 12,
The returned information fom Oath Inc. provided account registration for

as being registered to Cobyann Berglund with phone numbersfll
a being associated wih the account. The account was

Created November 12 1697 andwas fisted asactive.
For clarification purposes, | also served a subpoena to Brookings Municipal Utilities
(BrrrSR hc va so Lo sesczatad vn EM
the cyber tip from a search. ey had completed. On November 26%, 2018, | was.
informed by representatives from BMU that they had no recordofan account with that
number at any point
1 also conducted a driver license search in South DakotaofDenny Sanford in which |
found an active driver licenseofThomas Denny Sanford SooSa with an

1 also conducted a web searchof the name Denny Sanford which provided multiple
records dentiying Thomas Donny Sarford as a South Dakota businessman and
philanthropist who was the founder of First Premier Bank and the CEO of its holding
company, United National Corporation. A public records search revealed that Thomas
Denny Sanford also owns residences in Scottsdale, AZ, Sioux Falls, SD and La Jolla,
CA.
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| On December 6" 2020, | produced an affidavit in support of a search warrant for Oath
| oe Pocorcs and contentoftoe emai across GENESRERISNEEPTheSearch wartart
| was presented to the Honorable Judge James Power of the 2° Circuit in Sioux Fals, SD
| who later signed the warrant. | later served thewarrantonOath Inc.

| On January 10° 2020, | received the account records including emails from Oath Inc. for
| SSR5.5.21 to te warant mentioned shoe. n evowofhe cated
| ‘Observed the folowing emais:

| 1) Email from — »SS
| a. Sent: May 28%, 2019 4:48:59 PM UTC

| b. With the signature line saying “Sent from my Verizon Samsung Galaxy
| smartphone”

| c. Including one picture attachment identifiedas fle name
| 20190528,035836 pg

| d. A descriptionofths the image20190528_082836 jog is described by
| myself as follows: The image is of a prepubescen female laying on her

back, completely nude. Her vagina is visible on the let portion of the
| image with her legs spread. Her right breast s visible, and her face is on
| the right sideofthe image. There is a portion of blus material visible in

the upper right portionof the photograph. There are several lines of
deviation visible making the image appear to be a picture taken of

‘ another screen.

2) EmailfromWEEESE
a. Sent May 26, 2019 1:39:09 PM UTC

: «b.wt the signature in saying Sentfrom my Verizon Samsung Galaxy
smartphone”

¢. Including one picture attachment denied as fle name
20180528_092836 jpg

\ A
d. The image appears to be the exact same image as identified above (#1).

3 EmailfonSUNN
a. Sent June 27%, 2019 12:33:02 PM UTC

b. The subject ine is “Emailing: 0_270" with contestof the emal as folows:
#' Wour message is ready to be sent withithe following file or link

. attachments: ;
Yoon

Note: To prolect against computer viruses, e-mail programs may prevent
sending or receiving certain types of fle attachments. Check your e-mail
Security settings to determine how attachments are handled.

¢. Including one picture attachment identifiedasfile name 0_270,pg.

d. A description of this the image 0_270.jpg is described by myself as
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|

| follows: a juvenile female standing nude facing the camera. Her breasts
and vagina are visible i the mage. Inthe background was some green
foliage and white drapes. Her right hand is on her right hip. The estimated
ageofthefemale is 1210 15 years old.This image appears tobo the
‘same image described above as the first image within the MCMEC cyber

tp.

| 4) Email fromSE:SE——
a. Sent June 277, 2019 12:34:04 PM UTC.

| b. The subject line is “Emaiing: 0_735" with contentofthe emailasfollows:
Your message is ready to be sant with the following fie or lnk
attachments:
0.735
Note: To protect against computer viruses, e-mail programs may prevent
‘sending or receiving certain typesoffle attachments. Check your e-mail
‘security settings to determine how attachments are handed.

©. Including one picture attachment identifiedasfie name 0_735.jpg

d. A descriptionof this the image 0_735.jpg is described bymyself as

follows: a juvenile female standing nude facing the camera. She has
blonde chest high straighthairwhichis down. Her right arm is crossing
her chest and is resting on her left shoulder. Her left arm is resting on her

right hip. Her vagina and both breasts are visible. The backgroundofthe

Photograph has a body ofwater and the ground around her is grassy. Her
estimated age is 1010 14 yearsofage.

5 Ena rorEE SNa. Sent dune 27°, 2018 12:54:48

b. The subject line is “Emailing: 0_189" with contentofthe email as follows:

Your message is ready to be sent with the following file or link

attachments:
0.169
Note: To protect agains! computer viruses, e-mal programs may prevent
sending or receiving certain typesof ile attachments. Check your e-mail
Securty settings to detemnine how attachments are handled.

c. Including one picture attachment identified as file name 0_189.jpg

d. A descriptionofthis the image 0_188.jpg is described by myself as

Tolows: It can be describedas a nude juvenile female standing facing the
camera. Her breasts and vagina are visible in the image. There is snow
in the background and her hair is brown. Theestimated ageofthe

Juvenile fs to 12 years od. This image is the second image described
‘above within the MCMEC cyber tip.

6) EmailfronSS -SN—
a. Sent June 277, 2019 547:00 PM
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|
b. The subject ine is Emaling: 0_588" with contentof the amail as follows:

Your messageis ready to be sent with the folowing fie or ink
| attachments:
i 0588

Note: To protect against computer viruses, e-mail programs may prevent
| Sending ot receiving carta typesof le attachments. Check your email
| secur settings to detemnine how attachments are handled.
{ c. Including one picture attachment identified as fle name 0_588 jpg

4. Adescription of the image 0_538.pg i that ofa nude juvenile female
standing, facing the camera. Her let hand is near her mouth and right
hand on her abdomen. There is green foliage visi in the background.

| The estimated ageof the female i 100 15 years old. The chids bare
breasts and vagina are visible in the image. This mage is th third image
described above within the MCMEC cyber tp.

! 7) Email fromCREtCRN
a. Sent June 27°, 2019 5:47:37 PM UTC
b. The subject ine is “Emailing: 0_270" with content of the emai as follows:

Your message is ready to be sent wit the folwing fie or ink
attachments:
0.270
Note: To protect against computer viruses, e-mail programs may prevent
sending or receiing certain typesoffle atachments. Check your e-mail
Security sotings to determine how attachments are handed

G. Including one picture attachment identified as le name 0_270.g.
4. Adescription oftis the image 0_270pgisthe same as listed above in

umber *3" and appears to be the same image sent again.

&) Email rom(EEG toSERa. Sent June 27°, 20196:34:28 PM UTC
b. The subject ine is “Emailing: 0_270 with contentofthe emai as follows:

Your message i ready to be sant wih the folowing fle or nk
attachments:
0.270
Note: To protect against computer viruses, e-mail programs may prevent
sending or receiving certain types of fie atachments. Check your e-mail
secur settings to determing how attachments are handled.

©. Including one picture atachment dentedas le name 0_270.jg

4. A descriptionof this the image 0_270 pg sthe same as sed above in
number 3 and appears fo b the same image sent again.

In several ofthe above listed emails and numerous others inthE
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| aczountthere are several possibi identifies for th type of device that was used. In the
| message bodyofthe above emails, “Sent fommyVerizon Samsung Galaxy

smarlphone" is observed. | also know that Verizon will commonly maintain device
information in their business records including the make, model and IMEI numbers.

Alo i the first email detailed above the image, | know from my raining and experience
{ha the naming convention from aboveforthe image 20190528_082836 jpg possibly
dentifes a date and a time thatthe image was taken and is & common naming
Convention for Android devices
Based on my training and experience and al the information relied upon in tis

| investigation 1 ec! tat the content of he image fles described above it the defnion of
| chid pormography as described in South Dakota Codified Law and ft well within

delintion and section SDL 22-24A-3:
1 a. Possessing, manufacturing,ordistributing chid pomography—Felonies—
| Assessment. porson s ilyofpossessing, manufacturing,ordstbuting chi

pomographyif the person
| (1) Creates any visual depiction ofa minor engaging in aprohibitedsexual
: act orin the simulationofsuch an act;

(2) Causesorknowinglypormits the creationof any visual depiction of a
minor engaged in a prohibited soxual act, o inthe simulationof uch an act; or

(3). Knowingly possesses, disinbues, or otherwise dissominales any visual
depictionofa minor engagingin aprohibited sexualac, rin ihesimulationofsuch an
act

‘Consent to performing these proscribed acts by a minor ora minor’ paren,
guardian, or custodian, or mistake as fo the minor's age s nota defense to a charge of
Violating ths section.

! "Avidlalionofthis sectionisaGlass4felony. If a person is convictedof secondor
| subsequent vilalono this section within fiteen yearsoftheprior conviction, the
| villi is a Class 3 felony.
! The court shal odor an assessment pursuant to§ 22-22-13 of any person convicted

ofvilatng ths section
b. “Prohibited sexual act”actualorsimulated soxusl intercourse, sadism,
masochism, sexual bestiality, incest, masiurbalion, orsadomasoshistic abuss; actual or
Simulated exhibitionof tho genial, he pubic or rectal area, or the bare forminine
broasts, ina lewdor lascivious manner, sctua physical contact with a parsons clothed
or uncithed gonial, pubic rea, bultocks o,f such person s female, broast withthe
intont to arouse or gray the sexual desir ofaitherpary; defocation or urinalonfortho
purposeofcreating sovual oxcilomant in the viawer,or any actor conduct which
Cansitutessexualbateryosimulates that sexual ateris being or wilbo commited.
The term includos encouraging, aici, abetlingorenlcing any person to commit any
Such acts as provided in this subdivision. Th form dos not include a mother's broast-
foadingofher baby:
In review of the same emails included inthe SRSESESNISRP2ccount, several of
ih cmlwii oaccounee denierscogggpralsiep ofa Sih Dacia
Diver license of Thomas Denny Sanford DOB witha physical address of

S——<cvia emai on 4/26/2019 via
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| AletefomThe DalaiLama oT. DennySanfordthanking hinforsupporfora
{ University of California San Diego T. Denny Sanford Institute for Empathy and

| ‘Compassion dated 6/11/2019 sentfrom(ENN

| A photographof a hotel receipt from the Curio Collection by Hiton of Coronado,
Californiawith a one night stay on February8 2019 and a guest nameofDenny
Sanford sent to emailaddress(EEENNPo" February 6% 2019.

Therewere several photographsof a persan that | belleveto be Denny Sanford in a
| hospital gown, in an airplane, and sitingatatable. There were also photographsof
{ decorative windows from Sanford Hospital in Sioux Falls, SD.

The same records received rom Oath corSNEScd0 in dta
with IP addresses from May 28th and 29" 2019 and also June 27" 2020.

| conducted Internet Service Prover (SP) lookups regarding allof the IP addresses.

The IP addresses for May 28" and 29" 2019 and June 27%, 2019 and corresponding

providers are as flows:

-
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| Emiladdross  B Date. Brovider
amiss Voy018081055 Versonwirciess
Susan Vy023501 Anton
Samim Myson Anion

{ Sis Voypanne Avon
LATO] MoyTIS CoxCommnicton

| pte Voy i5 33059 Spec
oman Moy ismS Spear

| 22min Voyio54S2 Araion
| rome Voy sma 256 Avan

Seer Voy92540 Spc
aay Voy BEIRAU Spm
Danse Noy2087811 Veron wireless
ODIOLANoyDBD Vaio wees.
prtteesy NoyB21 Vessels
unas VyB18 Vertonwieies
Laan Voy2160 Amaion
ems oy150835 Scum

| Fo
pon Noy2 09081059 Vrms

OSBES Nay BEIOBUS? Velhowiles
Dum Mays Avan
Sms Voy mismrisz Araicn
ATOM: MayBIBS CorCommon

freien Moy 20572230 Veron
IIS VoyDISZIS Veins
pre Myst Seam
eos Moyen Specn
reat May S211055 Spec

Samim Noy205184536 Amato
Suman Vaysis Amain
Seaman Voy is182501 Speci
Tm Moyo Spec
Lams Moymismse Amen
Toews NoyBATSON Spectun
jor Moyen: Spec
Luan M19 62908 Arion
Unima Moyi916 Amaton
Tams Moy 19052407 Vaio ies
Tamas Voy2208052108 Venues
IhuSE sectTES ayBIOSOR2G Veils
Tuma Voy21822841 Ven ivles
Taman Vo59S Veron wireless
poser Noy 7SAE Vanes
asm Nev27 19280133 Vessonwiles
Tuan Voya7 leit Vermin
aman Noy1973038 Vines
mex Voymmonst specm
Rms Voyi525 Spc

fore) Vor2030139 soem
OTSMAS UTS NoyDSR Vrzorwieess
ann Noy 790K Verano
ponnm Voy i03i021 Veins
ISASS Way TORS) Veni

rer Mayismonsia vertonwies
jose) Voyi505 Veronwis
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And

Ema e Date Provider
OTEetSocenes neBIOCILSG Veronwireless
aun Jone27201922200 Amaton
nue Jone27219722026 Amaton
amas June27209232025 Spectrum
Tam Ine7m Spectr
Tammy Line 7AMIBBR Sperm
Tamm nero OT) Spectrom
anmn Jie 27201923408 Verizonwireless
mansn Line 27209 23077 Verzonwireless
wn Line7522138 Veronwieiess
0160 Ine 27201822136 Veronwires
Tome near ia25534 Verionwirless
saiemss June 27209193140 Verizonwireless
200ATOSTETHZESS June27 2IISONIS Veronwireless
men Kine 79153345 Amazon
2mm nemOTL Amazon
TOSBRIBANTIG Jone VAI BBR Mtco Mdconet
SOLERTAPING neDAIS Miko Mdconet
2mm Iie2704159 Amcor
men nena) Amaton
ua nearmia65419. Amason
2nmn June 2720315429. Amazon
LSTIACTIRATE June ZVAIISAT3 CoxCommunication
ase June2720150143405 Veronwireless
ees Je21209013939 Veronwireless

a3020 Jun 27209053327 Verizonwitless
7356525 Jone 2721302600 Verizon ireless

ery Ine702 Verizonwireless
masa) Jone2720011434 Verizonwireless
saz Jone 2720011111 Verizonwireless
aves hone 27101055  Vesonwielss
sme Jine 271966 Vertoaireess
sass JieTTISDABI Vedtonwireless
onaseass Jine27100005 Vedtonwireless
ee Line 79003624 Veron wireless
mse Line 27209002501 Verizonwitless
mano Jina 271902053 Verizon weiss
massis Jie 27001613 Verizonwireless
aaa June2721900348 Verizonwireless
mse Jone 262019734600 Verizon wireless

Inthe same Internet Service provider lookup regarding the IP address

2001:4818:72:7¢1:791c:a1d1:7233:c38 on June 27" 2019, | observed that it resolves

backto Midco.net identified further as Midcontinent Communications (Midco) with a

possible subscriber geolocation of Sioux Falls, SD.
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|
| Inthe same IP lookup, | observed numerousotherIP addresses on May 267 and 26°
| and also June 27° 2018 resolving back to Verizon wireless. The commonality of IP
| ‘addresses through May 28" and 26" and June 27" 2019 is Verizon wireless IPs.

| Qutside gfthé1P addresses from Verizon and Midcontinent were other IP addresses
| esolving to othe states including Amazon (Oregon), Cox communication (Arizona) and
5 Spectrum (Califomia).

| Two of the outgoing email messages containing child pornography had been sent from
ooSBD1 roo, on Moy 26° a May 39 2013 ha 3 srr
line that read “Sent from my Verizon Samsung Galaxy smartphone”. Therefore, itis
‘apparent that on May 28" and 29" 2019, the email account listed above had been

‘accessed by multiple Verizon Wireless IP addresses and at least twoofthe outgoing
‘emall messages sent from that email account had been sent from a Verizon Wireless

| Samsung Gala cll phono. As described above, he col phon corofGEER
| Gs 5 Verizon Wireless cell phone number and is currently being used by Denny

‘Sanford. it should also be noted that in addition to thetwooutgoing emails containing

child por on May 28” and 26" 2018, there were 14 addtional outgoing email messages.
that had the same “Verizon Samsung Galaxy Smartphone” signature line between those

two dates. Manyof the outgoing messages were in the same general time frame as the

two outgoing messages containing the child porn.

However, it should be noted, that the Verizon Wireless IP addresses that were used to

accesstheQMSailaccounton May 28" and 29° and June 27°
2019 have possible subscriber geolocations that include locations in several different

states. Therefore, based upon the inconsistent possible subscriber geolocation

information associated with the Verizon Wireless IP addresses that were used to access.

the email account listed above on May 28" and 29" June 27" 2019, | am unable to

‘make an accurate determination regarding the locationofthe individual who was

‘accessing and using the email account on that date.

It should also be noted, that the same list of IP addresses usedby
asindicated by Oath, also listed numerous other IP addresses registered to severa
other Intemet service providers including Spectrum (aka Charter Communications),
‘Amazon and Cox Communications that ad been used to access the email account
listed above on June 27* 2019. Those various IP addresses have possible subscriber

geolocations that include locations in Arizona, Oregon and California, Therefore, based
Spon the various different possible subscriber geclocatons associatedwiththeiP
‘addresses used to access the email account listed above on May 28” and29" and June

27 2019 that resolve back to the various different Intemet service providers listed

above, | am unable to make an accurate determination regarding the locationof the

individual who was accessing and using the email account on that date.

Based upon publicly available information, | know that Denny Sanford owns homes in
Sioux Falls, SD, Scottsdale, AZ and La Jolla, CA. The Possible subscriber geolocation

infomation regarding the IP adresses that were used to access the
— Scaount on dune 27° 2019 include al threeof hose cies
‘and states and on May 28" and 29" 2019 include Scottsdale, AZ and Lajolla, CA. | also

Know that #18 possible that user could be remolaly accessing computers in tose
locations from anywhere in the world via the internat and the IP Adress logged would
geolocate to tha location even i the user was not physical n that location.
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| 1 know that that Verizon wireless maintains records for long periods of time that would
| include details about the calluar device that s associated with a specific cel phone
| number, the IP addresses that were assigned to a specific cel phone number and the

physical focation of a celuar device on a specific date and time.

Therefore, based upon the inconsistent natureofthe various IP addressesthathad been
used to access oo ir account on May 267 and 26” and June
277 2019 the most reliable way to posiively identi the individual who was using in the
email account on that date and the reliable way to accurately determine the location of

| that individual i by obtaining records and information from Verizon Wireless regarding
ihe coll pone ruberoDSpeciicaly, subscriber momalion, device

| information, call detal records, IP address information and historical locaton information
from Verizon Wireless can be hecessary and essenta i order0make those
detemminations.

i ‘The affiant wishes to draw the court's attention to the following facts regarding
| inferences from the above mentioned factsthatare based upon my knowledge,
| training and experience:

1 know that cellular telephone service providers (Carriers) such as Verizon Wireless
store andlor keep a large amount of data and information regarding their celuar service:
subscribers, This data and information is stored oncomputerservers and computer
systems belonging to or operated by Verizon Wireless. This data and information can
Include subscriber information, device information, call detail records, tex! message
detail records, text message content, multimedia message detai records, multimedia
message confert, IP address information, cellular data usage records, device location
information, Cell Site location information along withother data an information

! 1 know that subscriber information obtained from a Cellular Carrier can be used to
determine ownership of a specific cellular telephone number as well as ownership of a
‘specific cellar device.

now hat the cal deta records,texmessage deta racords, mutimeda message
detail records and data usage records obtained from a Cellular Cartier canbeusedto
determine who a specific cell phone number or celular device was being used by at a
particular date or time.

now tha historical device location information and historical cel site ocation
information can be used to ty o determine the location of a cellular telephone or cellar
device when a specific device activity such as a phone cal, text message, mutimedia
messageor email message took place. Also, this historical location information can be
used to determine the locationof a specific celular user ata specific date and time n the
past

1 know that the only way to determine the identity of the subscriber thata particular IP
address has been leased to by an ISP of cellular provider is by obtaining the subscriber
information and customer records directly from the ISP or ceiular provider.

' Based upon my raining and experience, | know that tis the policy of many ISPs or
celular cariers to oly users about legal process that has been served in elation to the
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| user's account. However, | also know that ath Inc, Verizon wireless, Midcontinent
{ Communications (Mido), wil not notify user's about legal process where prohibited by
| law andlor court order. Therefore, | am requesting that Oath Inc, Verizon wireless,

Midcontinent Communications (Midco)be prohibited from notifying the users and
| specfcaly users of nega account with tho ama adressoUNE

or phone number ofEINo the existence of ths legal process. | believed thal f
| nolfication is given to he user 1 would ely result in the loss and/or destruction of

evidence and would impede the ongoingiinvestigative efforts of law enforcement. |
| |
| Based upon the Information described above, | have probable cause to believe that on
| the computer systems owned, maintained, and/or operatedbythe company known as. |
| Verizon Wireless there exstsevidence,fits, and instrumentalies of violations of state
| andlor federal law. By tis Affidavit and application, | respectful request thatthe Court
| issue a search warrant directed to Verizon Wireless, allowing agents to seize the
| electronic communications and other information stored on Verizon Wireless computer
i systems and computer servers for the phone nurberQEERend the associated

fies described above.

} For these reasons, | request authority to seize all electronic communications and other
content stored in the Target Account, to be searched of-ite in a controled environment.
Law enforcement officers and agents wilreview fhe records sought by the search
warrant and vill segregate any messages and content corsifuting evidence, fuls or
instrumentalies of violationsof state andlor federal criminal law. Additional, | request
authority 0 secve the warrant on the Verizon Wireless by facsimile ano allow Verizon
Wireless to copy the data outside of this officer's presence.

|

Je
"7 Special Agent Jef Kollars 1

+" Division of Griminal Investigation

‘Subscribed and sworn to beforeme this{2dayof sz i’: 2020, {

{Notary Public) _ : 5 |
oy commision expires_/17/3 MILE |

[] mar 08 220 |
Tiimoliaha Coury, 50. j

CorkCircuit Court
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| STATE OF SOUTH DAKOTA) INCIRCUIT COURT
| ss

COUNTY OF MINNEHAHA) SECOND JUDICIAL GIRCUIT

STATE OF SOUTH DAKOTA,
Plain, AFFIDAVIT IN SUPPORT OF

ws REQUEST FOR SEARCH
WARRANT /

THOMAS DENNY SANFORD po
005: PB

Defendant, Ww

(Inthe matterofPossession and DistributionofChild Pomography in Minnehaha
County, South Dakota)

The undersigned, being duly sworn upon oath, respectfully requests a Search Warrant to
be issued for the following property:

ITEMSTOBESEARCHEDFORANDSEIZED:

Verizon Wireless Inc shall deliver to law enforcement the following records or
information, in digital form (e.g. CD, DVD or by electronic document or file), dating
from May 26° 2019at00:01hoursUTCto May 28° 2019st 23:59 hours UTC:

Verizon Wireless Cellular PhoneNumborJERSE

1. All business records and subscriber information, in any form kept,
pertaining to the Verizon Wireless cellular number oSR Sh
information s to Include but is not imited the following:

a. Full name of subscriber;
b. Addressofsubscriber;
c. All e-mall addresses listed on target account;
d. Other phone numbers associated with target account;
e. All available billing and payment information
1. Activation dateofTarget Account;
g. All available device information,to Include make, mode, serial

number and IMEI number for all devices associated with Target
Account.

2. Device Purchase Information. ThisIs specificallyto Include the date, time
and locationofwhere the device or any pre-paid ref cards were
purchased.

3. All available call detail records, Including detalled information In reference
10 all known outgoing and incoming calls associated with the account,
dates and times calls wero made, and duration of all calls made or
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| received. This is to include any other pertinent call detail records including
| specialfeatures codes, oranyothercodesthat aromaintainedinthe
| normal course of business for Verizon Wireless. In addition to voice calls,
| this would also include any detail records showing text messages, MMS
| messages, or data activity.

| 4. ANlIP addresses assignedtoor used bythe VerizonWireless cell phone
| number listed above.

| 5. Coll site information, to include all known cell towers assoclated with
| outgoing and incoming calls (Call Detail Records). This information is to

include any sector information, If known, cell site location, and any other
rolated material that would be necessary to identify the location and sector
in reference to the cell sito Information assoclated with the call detail
records. In theevanttextmessages, MMS messages, LTE and Data activity

| including IP session and destination addresses that were produced are
also avallable with cell site information, this information would be included
inthis request.

6. Coll site locations for all Varizon Wireless call sites sector information
including azimuth headings, in the regional market assoclated with the
requested cell site information

7. Al historical device location information. This would include any reports of
device activity that would includo the approximate latitude and longitude of
the deviceatthe timeofthe activity, direction and distance from the tower,
and other location related information commonly referredtoas an
RTT(Round Trip Timing), EVDO, ALULTE, and Levdort report. This further
Includes any other reportsimilar in nature.

The information is being requested during the following time period
Historical Records—May 26° 2019 at 00:01 hours UTCtoMay 28" 2018at 23:59 hours
uc

The undersigned respectfully requests that the Search Warrant be issued to permit a
searchatthe folowing premises for the above-described property:

The premises known as the offices of Verizon Wirless Inc Attn: VSAT in
tho United States located at 180 Washington Valley Road Bedminster, NJ
07621 and ail computer systems and digital storage contained within,

lt from or assoclated regarding the following phonenumberEY
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| VERIZON WIRELESS INC (VSAT) IS PROHIBITED FROM NOTIFYINGANY USER OR
| AGCOUNT HOLDER OF THE EXISTANCE OF THE SEARCH WARRANT OR THAT
| THE SEARCH WARRANT HAD BEEN SERVED TO VERIZON WIRELESS.

NOTIFICATION OF THE EXISTENCE OF THE SEARCH WARRANT TO THE USER
(OF THE ACCOUNT LISTED ABOVE WOULD LIKELY RESULT IN THE LOSS AND/OR
DISTRUCTION OF EVIDENCE AND WOULD IMPEDE THE ONGOING
INVESTIGATIVE EFFORTS OF LAW ENFORCEMENT.

(PLACE INITIALS IN THE APPROPRIATE BLANK)

| foperty that constitutes evidence of the commission of a criminal
| nse;
| ontraband, the fruits ofa crime, or things otherwise criminally
| ‘possessed:

| foperty designed or intended for use in, or which Is or has been used as.
i the meansofcommiting a criminal offense

The undersigned further requests:

(PLACE INITIALS IN THE APPROPRIATE BLANK)

Execution of Search Warrant at night pursuant to SDCL 23A-35-4;

That no notice be given prior to the executionofthe Search Warrant
pursuant to SDCL 23A-35-9;
Authorizationtoservethe Search Warrant on Sunday;

sonarofthe Search Warrant during the daytime.
‘The facts in support of the issuance of a Search Warrant are as follows:

Investigator Information:

I, Jeff Kollars, am a Special Agent with the South Dakota Division of Criminal
Investigation (DCI), OfficeofAttorney General for the State of South Dakota. As such, |
‘ama state law enforcement officer responsible for the investigation of felony crimes.
‘committedinthe StateofSouthDakotaas required in SDCL 23-3-10. | am currently
assigned tothe Brookings, South Dakota DCI office and am responsible for conducting
general criminal investigations in conjunction with, or independently from, local law
enforcement. | have been assigned as ageneral crimes investigatorforthe DCI since
May of 2013 and in that time have conducted investigations into all manner of criminal
‘activity. This would include investigations into the offenses of rape, possession of child
pomography, assault theft, embezzlement, forgery, drug crimes, death investigations,
and missing person cases.

1 have been a swom law enforcement officer in the State of South Dakota since May of
2008 and was employed as a State Trooper with the SD Highway Patrol from2005to
2013. | have received specialized training in interviewingand interrogation, crime scene
processing, evidence collection, sexual assault investigation, electronic crimes and
homicide investigation. | have conducted numerous investigations with individuals
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suspectedofcommitting all mannerofcrimes. | hold a bachelorsofscience degree in
Criminal Justice rom the University of South Dakota in Veron, SD.

1 am familiar with the facts and circumstances described herein and make ths affidavit
based upon personal knowledge derived from my participation in this investigation,
conclusions| have reached based onmy traning and experience, and upon information
believe to be reliable from oral andwritenreports about this investigation and other

investigations which | have received fom state or local law enforcement officers rom
other aw enforcement agencies.

Currentinvestigation;

On August 14" 2019, the National Center for Missing and Exploited Children (NCMEC)
senta cyber tip to the South Dakota Intemet Crimes Against Children (ICAC) Task
Force. The Cyber Tip had been submitted to NCMEC by Oath Inc, Inc. on July 9° 2019.
“The cyber tip was regarding an AOL/ Oath Inc user account that contained image fles
that were suspected of depicting chi pomagraphy andchild erotica.On August 15°

{ 2018 the cyber tip was assigned to me for investigation.

Based upon my raining, knowledge and experience, | know that AOL was merged with
Yahoo.com ito what is now called Oath Inc. Oath In. is a Verizon Communications
‘Company. Oath Inc provides a law enforcement contact address of 22000 AOL Way
Dulles, VA 20166. AOL has a rangeof integrated products for members including
‘communication tools, mobile apps and services and subscription packages. It provides
dial up internet access, AOL mail, AOL instant messenger and AOL Deskdop which is an
internet suit integrating a web browser, media player and instant messenger.

Upon reviewofthe information that was contained in the cyber tp,  leamed tht on July
9%2018AOL / Oath Inc. discovered 36 image files contained within a AOL user account
that was suspected of depicting child pomography.

‘The Information provided by Oath, Inc. in the cyber tp indicatedthat the nameforthe
AGL account n question was Danny Sanford with a phone numberofSRSRENRRY
“The reported email addressvasSU Ausemaneof
VEJGVUOXNEQ4DIEFGWTI & the account. There was also an
altemate email addressofurcPoted.

Next, |reviewed the images reported to me from Oath Inc inthe cyber tip. The 36
images were three separate unique images, repsated several times. The frst image was
identfied as 126055062_image.63-1 peg beinga juvenile female standing nude facing
the camera. Her breasts and vagina were visible n the image. In the background was
some green foliage and white drapes. Her right hand is on her right hip. The estimated
‘age of the female is 12 10 16 years old.

The second imagethatwas also repeated is identified as 129055094image, 89-1.peq.
Itcan be described as a nude juvenile female standing facing the camera. Her breasts
and vagina are visible in the image. There is snow in the background and her hair is
brown. The estimated ageof the Juvenile is 8 to 12 years old.

“The third image is 129055159_image.65-1.jpeg and is also repeated several times. The
image canbe described as a nude juvenile female standing, facing the camera. Her left
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hand Is near her mouth and right hand on her abdomen. n the image, her right breast is
visible along withhervagina, There is green foliage visible in the background. The
estimated ageof the female is 10to 15 years old.

On September 3%, 2019, | received a subpoena from the Brookings County States
Atomey requesting sccount registration information fo the Verizon phone number

ER sc" roceived a port back fom Verizon dentiing he account bing
registered to Premier Bank Card LLC effective from 3/5/20130 present with a contact
‘name of Dana Anthony (address 3 ————

1 made several attempts to contact Dana Anthony with Premier Bank and was able to
have a phone conversation with her on November 20°, 2019. In the conversation, she
first toldme that no one atthe bank had the number listed above. She then told me that
the number was used by Denny Sanford. She also provided me with his personal
assistant, Cobyann Berglund's contact information (QRESSMNNNN

‘On November 20%, 2018, | received a phone call from Attorney Marty Jackley who
informed me that he was representing Denny Sanford and Premiere Bank. He stated
that he anticipates cooperating with law enforcement but requested that al further
communication go through him.

1 also received subpoenas from the Brookings County States Attorney for account
tegaaton mormon orGREENER,3SE:Oat
Inc. The subpoenas were served and information ater provided oy Oath centifying

as being registered to Denny Sanford and an associated email
S nd phone number o— oriied). The account was
listedas terminated and created on November 12, 1997.

“The retumed information from Oath Inc. provided account registration or
as being registered to CobyannBerglund with phone numbers ll

and being associated with the account. The account was
created November 12° 1897 and was listed as aciive.

For clarification purposes, | also served a subpoena to Brookings Municipal Uiies
(BMU)forthenumberWERSRGN®which was listed as being associated wih EMU in
the cyber tip from a search that they had completed. On November 29°, 2019, | was
informed by repressnaives from BMU that they had no record of an account with that
number at any point.

| aso conducted a iver license search in South Dakota of Denny Sanford in which |
found an active driver license of Thomas Denny Sanford DOB:‘San an

EE
1 also conducted aweb searchof the name Denny Sanford which provided multle
records identifying Thomas Denny Sanford as a South Dakota businessman and
philanthropist who was the founder of First Premier Bank and the CEO of s holding
Eompany, United National Corporation. A public records search revealed that Thomas
Donny Sanford also owns residences in Scottsdale, AZ, Siou Falis, SD and La Jolla,
cA
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On December 8" 2020, | produced an affidavit in support of a search warrant for Oath
In records and coin ofr ama dressSRNR To earch vararl
was presented to the Honorable Judge James Powerofthe2= Circuit in Sioux Falls, SD
‘who later signed the warrant. | later served the warrant on Oath Inc.

On Jani 10 2020, | receivedtheaccount records including emails from Oath Inc. for

SA511warrors Some. nt corrIa
1 nator QUE  S—

a. Sent: May 28", 2019 4:48:59 PM UTC

b. With the signature line saying “Sent from my Verizon Samsung Galaxy
smartphone”

©. Including one picture attachment identified as file name:
20190528_092836.jpg

d. A description of this the image 20190528_092836 jpg is described by
myself as follows: The image isof a prepubescent female laying on her
back, completely nude. Her vagina i visible on the left portionof the:rsaosop apr Hkrot roe ble fr face on
the rightside;ofthe image. Thereisa portion of blue material visible in
the upper right portionof the photograph. There are several lines of
deviation visible making the image appear to be a picture taken of

Lo mere
2 Eni onS—cW—

a. SentMay 29%, 2019 09 PM UTC

5. Win he signature ine saying Sent fom my Verizon Samsing Galaras
©. Including one picture attachment identified as fie name

20190528_092836.jpg

d. The image appears to be the exact same image as identified above (#1).

3) Ema forSEE©SEN.
a. Sent June 27%, 2019 12:33:02 PM UTC

b. The subject line is “Emailing: 0_270" with contentofthe emailas follows:
+ Your message is ready to be sentwith the following file or link

——
0.270Yoprtect against computer isos, small programs may prev
‘sending or receiving certain typesoffile attachments. Check your e-mailee Seams bow tatomons  haviod

. Inlucing on pcr tachment denied sl nam 0_270.
d. Adescriptionofthis the image 0_270.jpg is describedby myself as.
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|

| follows: a juvenile female standing nude facing the camera. Her breasts
andvagina are visible in the image. In the background was some green
follage and white drapes. Her right hand is on her right hip. Theestimated
ageofthe female is12to 15 years old. This image appears {obe the.
‘same image described above as the first image within the MCMEC cyber
.

4) Email from|S—cS——
a. SentJune 27%, 2018 12:34:04 PM UTC.

b. The subject line is “Emailing: 0_735" with content ofthe email as follows:
Your message is ready to be sent with the following file or link
attachments:
0.738
Note: To protect against computer viruses, e-mail programs may prevent
‘sending or receiving certain typesoffile attachments. Check your e-mail
security stings to determine how attachments are handled.

. Including one picture atachment dentedasfle name 0_735 jpg
d. Adescriptionof this the image 0_735 jpg is described bymyselfas

follows: a juvenile female standing nude facing the camera. She has
blonde chest high straight hair which is down. Her right am is crossing
her chest and is resting on her left shoulder. Her left arm is resting on her
right hip. Her vagina and both breastsarevisible. The background of the

photograph has a bodyofwater and the ground around her is grassy. Her
‘estimated age is 10to 14 yearsofage.

5) Email fromS— oS
2. Sent June 277, 2019 12:34:46 PM UTC.

b. The subject line is “Emailing: 0_189"with contentofthe email as follows:
Your message is ready to be sent with the following file or link
attachments:
0_188
Note: To protect against computer viruses, e-mail programs may prevent
sending or receiving certain types of file attachments. Check your e-mail
securitysettingsto determine how attachments are handled.

¢. Including one picture attachment identifiedasfle name 0_189.jpg

d. Adescriptionof this the image 0_189.jpg is described bymyself as
follows: It can be described as a nude juvenile female standing facing the
camera. Her breasts and vagina are visible inthe image. There is snow
in the background and her hair is brown. The estimated age of the
juvenile is 8 to 12 years old. This image is the second image described
‘above within the MCMEC cyber tip.

©) Email fromSEESE
a. Sent June 277, 2019 5:47:00 PM UTC.
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| b. The subject lineis “Emailing: 0_588"with contentof the emailasfollows:
| Your message is ready to be sent with the following file or link
i attachments:
{ 0.568.

Note: To protect against computer viruses, e-mail programs may prevent
‘sending or receiving certain typesoffile attachments. Check your e-mail
‘security settingstodetermine how attachments are handled.

c. Including one picture attachment identified as fie name 0_588.jpg

| d. A descriptionof the image 0_588 jpg is that of a nude juvenile female
standing, facing the camera. Herlefthand isnear her mouth and right
hand on her abdomen. There is green foliage visible In the background.
“The estimated ageofthe female is 10 to 15 years old. The childs bare
breasts and vagina are visible in the image. This image isthe third image

describedabove within the MCMEC cyber tip.

7) Email fromSE— RR
a. Sent June 27%, 2018 5:47:37 PM UTC

b. The subject ine is "Emailing: 0_270" withcontentof the email as follows:
Your message is ready to be sent with the following file or link
attachments:
0.270
Note: To protect against computer viruses, e-mail programs may prevent
sending or receiving certain typesof fle attachments. Check your e-mail
securty settings to determing how attachments are handled.

©. Including one picture attachment identified as fie name 0_270 jog.

d. A description of this the image 0_270.jpg is the same as listed above in
number “3" and appears to be the same image sent again.

Ena forEES»SNS
a. Sent June 27%,2019 6:34:28 PM UTC

b. The subject line is “Emailing: 0_270" with contentofthe email as follows:
Your message is ready to be sent with the following file or link
attachments:
0.270
Note: To protect against computer viruses, e-mail programs may prevent
‘sending or receiving certain typesof fle attachments. Check your e-mail
‘security settings to determinehowattachments are handled.

¢. Including one picture attachment identified as file name 0_270.pg.

d. Adescriptionof this the image 0_270.jpgis thesame as listed above in
number 3" and appears to be the same image sent again.

In several of the above listed emails and numerous others in the (SENSNANIND
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| ‘account there are several possible dentfiers for the typeofdevice that was used. In the
| message bodyofthe above emails, “Sent from my Verizon Samsung Galaxy

smartphone” is observed. | also know that Verizon will commonly maintain device
| information in their business records including the make, model and IMEI numbers.

| Alsointhe first email detailed above the image, | knowfrom my training and experience
| that the naming convention from above for the image 20190528_092836.pg possibly
| identifies a date and atimethatthe image was taken and is a common naming
| ‘convention for Android devices.

| Based on my training and experience and all the information relied upon in this
investigation, | feel that the content of the image files described above fit the definition of
child pornography as described in South Dakota Codified Lawandfitwell within

| definition and section SDCL 22-24A-3:

| a Possessing, manufacturing, ordistributing child pormography—Felonies—
| Assessment. A person isguiltyofpossessing, manufacturing, ordistributing chid

Ppomographyif the person:
(1) Creates any visual depiction ofaminor engaging in a prohibited sexual

act, orin the simulationof such an act;
(2) Causesor knowinglypermits the creationofany visual depiction ofa

‘minor engaged in a prohibited sexual act,orin the simulationofsuch an act; or
(3) Knowingly possesses, distributes, or otherwise disseminates any visual

depiction ofaminorengagingin aprohibited sexual act, orin the simulationof such an
act

Consenttoperforming these proscribed acts by aminoror a minor's parent,
guardian,or custodian,ormistake as to the minor'sageis nota defense toa charge of
violating this section.
A violationofthissection is a Class 4 felony. If a personisconvictedofasecondor

‘subsequent violationofthis section within fifteen yearsof the prior conviction, the
violation is a Class 3 felony.

‘The court shallorder an assessment pursuantto § 22-22-1.3ofany person convicted
of violating this section.

b. "Prohibited sexual act, actualorsimulated sexual intercourse, sadism,
masochism, sexual bestiality, incest, masturbation, orsadomasochistic abuse;actualor
‘simulated exhibitionofthe genitals, the pubicorrectal area,orthe bare feminine
breasts, in a lewdor lascivious manner;actualphysical contact with a person's clothed
orunclothed genitats, pubic area, buttocks, or, if such person s a female, breast with the
intent to arouseor gratify the sexual desireofeitherparty; defecationorurination for the
purposeof creatingsexualexcitementinthe viewer;oranyactorconductwhich
constitutes sexual batteryorsimulates thatsexualbattery is being orwillbe committed.
The term includes encouraging, aiding, abettingor enticing any person to commit any
such acts as provided in this subdivision. The term doesnotinclude a mother's breast-
feedingof herbaby;

In review of the same ema included inthe ASSIS2ccount, several of
the emails within the account include identifiers such as a photograph of a South Dakota
Driver licenseofThomas Denny Sanford DOBMiaphysical address of
Si—— Viaemail on4/29/2019 via .
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Aletter from The Dalal Lama to T. Denny Sanford thanking hi for support for a
UniversityofCalfornia San Diego T. Denny Sanford Insitute for Empathy and
Compassion dated 6/11/2019 sent from —

| Aphotographof a hotel receipt from the Curio Collection by Hiton of Coronado,
‘Californiawith a one night stay on February 5° 2019 and a guest name of Denny
Sanford sent to email address uEEERRRREREERPo FeDruary 6 2019.

There were several photographs of a person that | believe to be Denny Sanford in a
hospital gown, in an airplane, and sitingata table. There were also photographs of

i decorative windows from Sanford Hospital in Siou Falls, SD.

| ‘The same records received from Oath Inc:{orSE ce log in data
with IP addresses from May 26th and 28" 2010 and also June 27" 2020.

] I conducted Internet Service Prover (ISP) lookups regarding all of the IP addresses.

The IP addresses for May 26" and 29 2019 and June 27", 2019 and corresponding
providers are as follows:

i tow or
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| Emmisgaress 1 oats Provider
| ean May 302019041059 Vartan wireless
| 2ui020 Moy 2029233521 Amazon
| sam May292019251303 Amazon
| suis0s99108 Mey 292019231302 Amazon
| ZLSTIBOTITTMSS Moy291301 CoxCommunication

2017 May 22019731050 Spectum
| e067 Moy22019230128 Spectm
| 522083. Moy MSZSAS? Amato
| 2411020 Voy 2SHD Aman
| pe Hoy020022547 Spectrum
| seams Noy 22584 Spectr

asim bly 92019241100 Vertznwireless
1 260010121565051957301553053000 oy 2205059 Verizon wires
| mans Hoy 92019201639 Veronwires
| manne Hoy 92019181059 Veronwireless
| sania boy 0209 6.4643 Amato
| 620.7 HoyBAIS Spacram

DIBBAToSi00 Noy DIORSS Vrzon wires
| pease Moy 9219041059 Veron wireless
| DIOLSSoe NoyBIITUS2 Vrzon wiles

Samm Moy282019281183 Amazon
susns10 May 219281152 Amazon
AISTIUIIETTA MayBIBS) CoxCommuniaion
mass Noy282019231500 Veronwielss
HOUISTITIUSASIS NoyBOIS Verzon wireless
wean hoy 2019202643 Spectrum
wean) NoySLI Spectrum
Tws207 NoyB2I021059 Spectum
sum Noy 82019184546 Amazon
sumo Nay22019384542 Amsion
Tsar NoyBOIL Spectum
rea) Moy29384537 Spec
mamas NoyBISITS402 Amazon
rs207 Nay22019275401 Speci
reas Noy BIOT3052 Spectrum
suum NoyB12048 Amszon
wana Noy 82019162508 Amazon
maases NoyBIST Veton wires:
Daasens oy282019051108. Veronwireless

2H00I01Z01662058 e043 bcs May ZBDISOR026 Verizonwireless
aaa May82010052041 Viton wireless
gaan Moy19033055 Verizon wires
aaa Moy272923559 Vaan wireless
Ere) MoyZ0T34813 Veraon wires
wears Noy 272019230010 Voraonwiriess
marae hoy 272019733058. Voraon wires
Tan Noy 2201924651 Speci
amas Nay 201921057 Specrum.
fe) Noy 2201920219 Spacium
HIRI SANIBEL NayUIA Veron wholes
mam nz Moy 272015041058 Vrion wiles
nasa My 272019031021. Verzon wires
TOUS BAEABESSS MoyZII9RD0. Verizon wiles
sem Noy 2019235621 Veron wires
rere My 62019231058 Veron wees
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And
|

| Ena E ote Provider
| ORE SLalee ine BAIRI0S6 Vedio wieless

Saeiioan Inez i92820%0 Aman
| Sate Ine 19232035 Aman
i ems AneoB Spin
| Timor Anessa Senn
i Timor IneOBR Spectm

joel hme OBO Specram
anim neo Veen wires

| 174213513 June27201922:30:17 ‘Verizon wireless
aie na 209222138 Vetioh wires

| prise lie 9221% Vethonielss
| priechen nera 3 Vernieios

Dasamiss ner 9363340 Veonieles
| ODIESCORIOTETIS une 2720ISGHIG Verizonwireless

Ses Ine 20818350 Amon
Sass Jone pSB30 Amon
ITI hoT3502 Maton
TAT eeD19163235 Mido Mdkorek
Sammy neo Aman
Smen neroais Amon
samme Ine 1016439 Aman
anan ner 16s415 Amaton
OLSOOT RRS ATBISIESATS onComicon
ase ne22014305 Vetoes
ais ne20901393 Veto ies
sera ne00013827 Verizonwiles
sais ne27200012600 Vesna
sem Tne 19012052 Vehanwiels
fan hme7 1901434 Vehon wiles
Fas Ine003 Veto ies
ante ne 719010055 Vetanwirels

fier Jone 190840.Veonwiles
Jers Joe 70004851 Vedio ies
assess Sine 1900035 Veni
fry Sez i0m3824 Vesionwide
Tse SeS02001 Veron wide
rao Ae BIomI08 Vetonwides
ssa Ane BIomi8 Vetonwides
Gate Ane 721305340 Vani
fori nei Veron wie

In the same Internet Service provider lookup regarding theIPaddress

2001:48f8:72:7e1:791¢:a1d1:7233:c38 on June 27" 2019, | observed thatit resolves

225k lo Midas ne dente futher as Midcontinent Communications (Midco) with a
possible subscriber geolocation of Sioux Falls, SD.
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Inthe same IP lookup, | observed numerous ather IP addresses on May 26" and 26"
| and also June 27° 2018 resolving back to Verizon wireless. The commnaity of IP

addresses through May 267 and 26 and June 27 2019 is Verizon wireless IPs.

| ‘Outside ofthe IP addresses from Verizon and Midcontinent were other IP addresses
resolving to other states including Amazon (Oregon), Gox communication (Arizona) and
‘Spectrum (California).

| Twoolthe ail messages containing child pomography had been sent from
th email address on May 28° and May 29 2018 had a signature
line that read “Sent from my Verizon Samsung Galaxy smartphone”. Therefore, ts:
apparent that on May 28" and 20" 2019, the email account listed above hed been
‘accessed by muliple Verizon WirelessIP addresses and at easttwoof the outgoing
‘email messages sentfrom that email account had beensentfom a Verizon Wireless.
‘Samsung Galaxy coll phone. As described above, the cell phone numberofGEESE
Ns a Verizon Wireless cel phone number andis curren being used by Denny
Sanford. t should also be noted that in addition 1o the two oulgoing emails containing
child porn on May 28% and 29 2018, there were 14 adional outgoing email messages
that had the same “Verizon Samsung Galaxy Smarlphone" signature ine between those
two dates. Manyofthe outgoing messages were in the same general time frame as the

i two outgoing messages containing the child porn.

| However, it should be noted, tha the Verizon Wireless IP addresses that were used to
access icSERGEcra eccouron Vey 26 and 26° and June 27°
2019 have possible subscriber geolocations that include locations in several diferent
States. Therefore, based upon the inconsistent possible subscriber geolocation
information associated with the Verizon Wireless IP addresses that were used to access
the email account sted above on May 26” and 29” June 277 2018, | am unable to
make an accurate determination regarding the locationof the individual who was.
acsessing and using the email account on that date.

It should also be noted, that the same lstof IP addresses usedby(NEED
as indicated by Oath, also sted numerous other IP addresses registered to several
other Intemet service providers including Spectrum (aka Chatter Communications),
‘Amazon and Cox Communications that had been used {o access the email account
Tisted above on June 27" 2019. Thos various IP addresses have possible subscriber
geolocation that include ocations in Arizona, Oregon and Calffonia. Therefore, based
Upon the various different possible subscriber geolocations associated with the IP
‘addresses used to access the email account sted above on May 26" and 26” and June
2772019 that resolve back to the various diferent Internet service providers sted
above, | am unable to make an accurate determination regarding the location of the
individual who was accessing and using the email account on that date.

Based upon publicly available information, | now that Denny Sanford owns homes in
‘Sioux Falls, SD, Scottsdale, AZ and La Jolla, CA. The Possible subscriber geolocation
information regarding the IP addresses that were used to accessthe
—email account on June 27° 2019 include all tree of those Gites

‘and stales and on May 28" and26 2019 include Scottsdale, AZ and Lajolia, CA. | also
know that it is possible that a user could be remolaly accessing computers in those
locations from anywhere in the worid via the intemet and the [P Address logged would
geolocate to that location even i the user was not physically i that location.
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| 1 know that that Verizon wireless maintains records for long periods of time that woud
| include details about the cellular device that is associated with a specifc cel phone
| number, the IP adresses that were assigned to a specific call phone number and the
| physical location of a cellular device on a specific date and time.

| Therefore, based upon the incoasi re of the various IP addresses that had been
| used to access the! email account on May 26” and 26° and June

2772019 the most refable way to positively identi the individual who was using in the
i ‘email account on that date and the reliable way to accuratelydeterminethe location of
| natin is by ota ggg formaton ror Verizon Wireless regarding
i the call phone number of pacifally, subscriber information, device
| information,call detal records, IP address information and historical locaton information
i fromVerizon Wireless can be necessary and essential in order to make those
{ determinations. =

| Theaffiantwishes to draw the court's attentiontothe following facts regarding
inferences from tho above mentioned facts that are based upon my knowledge,
training and experience:

know that cellular telephone service providers (Carriers) such as Verizon Wireless
store andlor keep a large amount of data and information regarding thei cellular service
subscribers. This data and information is sored oncomputerservers and computer
systems belonging fooropérBtedbyVerizon Wireless. This data and information can
include subscriber information, device information, call deta records, text message
detail records, text message content, mulimedia message detal records, multimedia
message confent, IP address information, cellular data usage records, device location
information, Cell Site location information along withother data and information.

1 know that subscriber information obtained from a Cellular Carrier can be used to
detemine ownership of a speci cellar telephone number as wll as ownership of a
specific cellular device.

| know that the cal etal records, text message detail records, multimedia message
detal records and data usage records obtained from a Celular Carer can be used to.
etermine who a specific cell phone number or celular device was being used by at a
particular date or ime.

1 know that historical device location information and historical cell site location
information can be used to try to determine the location of a cellular telephone or cellular
device when a specific device aciivity such as a phone call text message, multimedia
messageoremail message took place. Also, this historical location information can be
Used to determine the location ofa specific cellular user at a specific date and time in the
past.

know that the only way to determine the identityof the subscriber thata particular IP
address has beén eased to by an ISP or cellular provideris by obtainingthesubscriber
information and customer records directly from the ISP or celular provider.

Based upon my training and experience,| know that tis the policy of many ISPs or
cellular carriers to notify users about legal process that has been served n relation to the
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user's account, However, | also know that Oath Inc, Verizon wireless, Midcontinent

‘Gommunications (Midco), wil no notify user's about legal process where prohibited by
law and/or court order. Therefore, | am requesting that Oath Inc, Verizon wireless,

Midcontinent Communications (Midco)be prohibited from notifying the users and

specifically users of the email account with the email address ———
orphone ee o GRR!th existenceofthis legal process. lievedthatif

notification is given to the user it would likely result in the loss and/or destruction of

evidence and would impede the ongoing investigative efforts of law enforcement.
J

Based upon the information described above, | have probable cause to believe that on

the computer systems owned, maintained, and/or operated by the company known as

Verizon Wireless there exists evidence, fruits, and instrumentalitiesof violations of state

andlor federal law. By this Affidavit and application, | respectfully request that the Court

issue a search warrant directed to Verizon Wireless, allowing agents to seize the

electronic communications and other information stored on Verizon Wireless computer

‘systems and computer servers for the phone number WNSERand the associated
files described above. va

For these reasons, | request authority to seize all electronic communications and other

content stored in the Target Account, to be searched off-site in a controlied environment.

Law enforcement officers and agents will review the records soughtby the search
warrant and will segregate any messages and content constituting evidence, fruits or

Instrumentalities of violations of state and/or federal criminal law. Additionally, | request

authority to serve the warrant on the Verizon Wireless by ‘facsimile and to allow Verizon

Wireless to copy the data outside of this officer's presence.

"Special Agent Jeff Kollars
Divison of Criminal Investigation

‘Subscribed and sworn to before me thisLZ day of _Mach2020.

Notary Public)
My commission expires_%/478

| MAY 08 2020D)
‘Minnehaha CountCork Chea Goon
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